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MNpuBaTHe xMapHe piweHHa PRO Cloud

OcobaMBOCTI Ta NPU3HAYEHHA NPMBATHOro xmapHoro pieHHAa PRO Cloud

Nocnyra PRO Cloud pgo3Bonse KnieHTy otpumaTti B opeHAY Ha 3aMOB/IEHHA NPOrpamHo-
anapaTtHUii KOMNAeKC — XMapHi pecypcu, po3ropHyTi Ha 6a3i BugineHoro Habopy ¢isnuHoro
obnagHaHHA.

BuaineHunit Habip obnagHaHHA cepiicy PRO Cloud moxke 6yTn po3milLeHnit:

B OKpeMmiit anapaTHil wadi, Ae He 3HaxoAUTbCA 06/1aiHAHHA, LLLO HAAA€E NOC/YIU iHWKNUM
KnieHTam. CepBepu, mepexHi NPUCTPOI Ta CXOBULLLA BUKOPUCTOBYIOTHCA BUKAOYHO A1A
PO3MIlLLEHHs CepBiciB 04HOro 3apeecTpoBaHoro KnieHta (He o6cCnyroByloTb XOAHi
cepBicn Byab-AKMX IHLWKX KNIEHTIB) | MalOTb BiOKpPEMAEHY CUCTEMY YNPABAIHHSA;

y wadodi cninbHo 3 06/1a4HaHHAM, WO 3a1y4eHe ANA HaAaHHA NOCAYTM IHLWWM KNiEHTaM.
BMCcOKONpoAYKTUBHI KOMYTAaTOPU, SIKi BKAOYEHI B CTEK, B OKPEMMUX BUMNALKAX MOXKYTb
6yTK 3aaiaHi ans ctBopeHHsA aekinbkox nocnyr PRO Cloud.

MNobynoBa Ta 06CAyroByBaHHA NpMBATHOrO XxmapHoro piweHHa PRO Cloud BWKOHYeTbcA
YKpaiHCbKMM npoBaiaepom — KomnaHieto GigaCloud, aka:

MporpamHoO-BM3HaA4YeHa Ta MOBHICTIO i30/1bOBaHa
IT-iHppacTpyKTypa, WO HAZAETbCA Y BUINALI
npmMBaTHOi Xmapu, 6a3yeTbCA Ha Cy4acHOMY
06nagHaHHI — BUCOKOMPOAYKTUBHUX CepBepax,
cuctemax 3bepiraHHa aaHux (C34), mepexesomy
obnagHaHHi Ta  nporpamHux  nnaTpopmax
BipTyanisaduii. ObnagHaHHA MOXKe byTH
po3MilleHO fAK Yy  AeKinbkox reorpadiyHo
po3HeceHUx paTa-ueHtpax GigaCloud, Tak i Ha
BNACHOMY MaWpgaHumky KnieHTa (y BMMagkax,
KONM TaKe pilleHHs AouinbHe).
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https://gigacloud.ua/services/private-pro-cloud

MpwnBaTHe xmapHe piweHHa PRO Cloud GIGRACLOUD

XmapHi cepsicu PRO Cloud npusHayeHi nepeBaxkHO Ans NpeAcTaBHUKIB cepeaHboro Ta
Be/IMKOro Bi3Hecy, O aKTMBHO BUKOPUCTOBYIOTb IT-pecypcu, a came:
= KOMNaHii, AKi MatoTb NoTpeby:
- ONTUMI3yBaTK BUTPATK Ha IT-iHPpacTpyKTypy;
- CNPOCTUTM BUTPATU Ha il 06cnyrosyBaHHA (abo B3arasi yHUKHYTU TaKUX BUTPAT);
- 3a6e3neunTn 6e3BiAMOBHY POOOTY B/IAaCHMX Bi3HEC-cepBiciB — po3noaineHHAM iX Ao
Pi3HMX XMap npoBangepa (MynbTUKNAyA4);
=  OpraHi3auji, yMOBOW AifNIbHOCTI AKMX € BiANOBiAHICTb IT-cuctem mixkHapogHum (ISO
27001 / 1SO 27701 / PCI DSS) Ta/a6o yKpaiHcbkum (KC3I) Hopmam 3axmucty iHdopmalii;
"  KNiEHTU, AKI B)KE BUKOPUCTOBYHOTb TEXHOJOrIYHI cTekM VMware abo OpenStack
(BkNtoyHO 3 Bepciamu Big BeHgopa Red Hat) y cBOili noKanbHiM iHGpacTpyKTypi Ta B
iHWIM xmapi — ana yHidikauii 3aBAaHb agMiHiCTpyBaHHA.

KoHdirypauis pecypcHOro Knactepy MOMKe pOo3WKMPIOBATUCA Ha 3aMOBJIEHHA [04aBaHHAM
HeobXxiaHMX O6JI0KiB, CTPYKTYPHUX OAMHUUbL (cepBepiB-HOA, A0AATKOBMX OJIOKIB pPO3LIMPEHHSA
onepaTmBHOI nam’aTi Ta/abo 610KiB po3lWMpPeEHHA cucTeMn 36epiraHHA AaHux). TexXHiYHi BUMOru Ao
MOTY)KHOCTI  06YMCNIOBAaNbHUX  KOMMOHEHTIB  IT-iHppacTpykTypn KnieHTa nNpakTMYHO He
obmeytoTbesa npoBangepom GigaCloud.

KoXKHWI1 KNiEHT OTPUMYE B}Ke rOTOBMI 4,0 NoYaTKy poboTH BipTyanbHUI AaTa-LEHTP 3 BUSHAYEHUMU
napameTtpamu vCPU, onepaTMBHOI Ta ANCKOBOI Nam’sTi, BipTyaZlbHUX MapLUpPyTM3aTOpIB, NyO6NiYHMX
IP-agpec, B AKOMY CaMOCTIMHO agMiHiCTpYeE cBoto IT-iHdpacTpyKTypy:
= [043€ KOPUCTYBaYiB 3 BU3HAYEHMUMMU POSIAMMU;
=  CTBOPIOE BipTya/sibHi MepeXKi Ta CXOBMLLA JAHUX, PO3ropTae BipTyanbHi cepsepu (BM), obupae
ANA HUX onepauiiHi cuctemu (OC) i BCTaHOBAOE iHLLE KNieHTCbKe 13, HeobxiaHe ans poboTy;
=  06upae ans cBoiX 3aBAaHb ONTUMAJIbHI TEXHONOFIT 3aXMCTY AaHUX Ta KaTacTPodOCTIMKOCTI
BJTACHUX CepBiciB.

KomnaHia GigaCloud npu HagaHHi nocnyrn PRO
Cloud Bignosigae 3a iHUMAEHTM B pPOOOTI
cepBicy, BiAMOBOCTIMKICTb Ta cTabinbHicTb
poboTM  XMapPHUX  MaWAaHUMKiB, BUKOHYE
BiZiNOBiAHI po60TU Yy BUNaAKy 3anuTy KnieHTa Ha
PO3LWMPEHHA NPUBATHOI XMapMu.

33 OKpeMUM 3aNUTOM, MOKINBO NiLEH3YBAHHA
roctboBux OC Windows Ha po3ropHyTUx GI
BipTyanbHUX cepBepax 3a mogennto Microsoft
SPLA, fAKa [03BONAE He KynyBaTM MOCTiNHI '
niyeHsii, a 3amicTb TOro opeHAyBaTU iX Ha et
HeobxiaHW nepioa,

A YBara! OpeHgHa moaenb NPUBATHOI XMapu 3 MOMICAYHOK ONiaTo Ta ¢iHAHCOBUMM

rapaHTiamu nepeabayae 3aKkNO4EHHA 3 KopnopaTMBHUM KnieHTom aAoroBopy Ha TepmiH
Big 3 micauis. Ha Becb yac Aji Takoro AOroBopy BCi HaZaHi NpoBalgepoM anapaTtHi/nporpamHi
pecypcu Knactepy 3HaxoAaTbCA BUKAOYHO B OAHOOCIOHOMY Ta MOBHOMY po3nopaasKeHHi KnieHTa.
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MpwnBaTHe xmapHe piweHHa PRO Cloud

[TOpiBHAHHA NPMBATHOI Ta NyHIYHOI XMap
Mogaenb nobyaosu npueaTHoro xmapHoro piweHHs PRO Cloud € ana KnieHTa anbTepHaTMBOLO
mMmogzeni opeHaun nyny pecypcis nybniyHnx xmap (laaS) E-Cloud a6o S-Cloud 2.0.

GIGACLOUD

MopiBHAHHA OCHOBHMX XapaKTePUCTUK ABOX MOoAeNeN XMap HAaBeLEeHO Y HacTynHi Tabauui:

MpuBaTHe XMapHe pilleHHA

My6niuHa xmapa (laas)

nobyaoBi AKOro BMKOPUCTOBYETHLCA
HagauwKoeicTb N+1 ana cepsepis-
Hog Knactepy Ta N+2 pgna cucrem
3bepiraHHA OaHUX, MepeXHNX
KOMMNOHEHTIB, @ TaKOX iHXEeHepHUxX
cuctem iHppacTpyktypu LLOA.

IT-pecypcu KnieHT oTpumye B oAHooCiOHe | KnieHT oTpumye cepsicu y BUrnsaai
(cepBepu, meperkeBe | KOPUCTYBAHHA PECYPCHUIM KnacTep 3 | y3araibHEHOro BipTyani3oBaHOro
obnagHaHHsA, y3rogkeHum ob’emom  pecypcis, | nyny (Habopy) pecypcis 3 goctynom
cucteMu 36epiraHHA | po3milleHuin B anapaTHin wadi 3 | yepe3 |IHTepHeT A/1a 064YUCneHb,
AaHux —C30) 0bMeKEeHUM AOCTYMOM. 3b6epiraHHA OaHMX Ta MEpPENKEBOro
Moxnunea iHTerpauia Knactepa 3 | NigKAOYEHHA.
nybniyHoto xmapoto abo icHyto4oo
BNacHoto iH¢pacTpyktypoto  (On-
Premise) KnieHTa.
HaTta-ueHTp MpoBagep po3miwye nporpamHo- | [MpoBakgep pPO3milLye NporpamHo-
anapaTtHi  KOMMAEKCU NPUMBATHUX | anapaTHi  KOMNnekcu  nybaiyHux
XMAPHUX pilleHb Ha MaWgaH4YMKax | XMApPHUX pilleHb Ha MaWgaH4YMKax
(LLOAax), iHKeHepHi cuctemmn sarkmx | (LLOMdax), iHXeHepHi cuctemm AKKX
BigMOBi4alOTb BMMOram CTaHAapTIB | BiANOBiAAlOTb BMMOram CTaHAAPTIB
TIA942 Ta Tier lll. TIA942 Ta Tier lll.
3a b6axaHHAM KnieHTa Mmoxnuse
pO3MiLLLEHHA NPOrpamHo-anapaTHOro
KOMMJIEKCY NPUBATHOrO XMapHOro
pileHHA AK Ha BJ1IaCHOMY
ManaaHuYMKy, Tak i B iHwomy LOJ
(Hanpuknag, 4e  po3miwyeTbeA
B/lacHe 06/1agHaHHA KnieHTa).

O6cnyroByBaHHS 3abesneyyeTbeA AWCTaHUiMHO | 3abe3neyyeTbeA AUCTaHLUIHO
iHbpacTpyKTypH Cnyxboto  TexHiYHOI  niaTpumikm | CnyxKbo  TEXHIYHOI  NiATPUMKMK
nposangepa abo Ha MangaHuYMKy | npoBaikgepa

KnieHTa (3a HaaBHOCTI yrogu).

HaginHictb PilwieHHA PRO Cloud € | CepBicn laaS € BMCOKOHaAIMHMMMU
BUCOKOHAAiMHUM NpPOrpamHo- | NPorpamHo-anapaTHMMMU
anapaTtHUMm KOMIMJIEKCOM, npu | KoMmnnaekcamu, npu nobyaosi AKMX

BUKOPUCTOBYETbCA  HAA/IMLLKOBICTb
N+1, N+2 pna cepsepiB-HOA
Knactepy Ta N+2 pgna cuctem
3bepiraHHA  OaHUX,  MEpPENKHUX
KOMMOHEHTIB, @ TaKOX iHXeHepHUX
cuctem iHppacTpyKktypu LLOA.
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https://gigacloud.ua/uploads/0/public-iaas-e-cloud.pdf
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MpwnBaTHe xmapHe piweHHa PRO Cloud

GIGACLOUD

MpoBaiaep Mae AOCTaTHIO KiNbKICTb
3il gna BCiX KOMNOHEHTIB XMAPHOro
pilleHHA Ta Aitodi cepBicHi gorosopwu
3 NocTavyasibHMKaMun obnagHaHHS.

BMKOpUCTaHHA pecypciB NpMBATHOrO
XMapHOro pilleHHA BUK/IFOYHO O4HUM
KNIEHTOM A03BOJIAE:

- BUK/IIOYMTU TaK 3BAHWUIM «B3AEMHUM

Wwym KNIEHTIB» (KonmBaHHA
NPOAYKTUBHOCTI  CepBICiB  Ki€HTa
BHaACNiAOK NiKoBUX poboumx

HaBaHTa*KeHb Ha obnagaHHa UOAdy 3
OOKY iHLWWX KNiEHTIB);

- AOCATTN TOHKMMM HANALITYBaHHAMM
Ginbl  BMCOKOI  MPOAYKTUBHOCTI
iHGOPMaALLIMHMX CUCTEM KAIEHTA.

MpoBaaep Mae AOCTaTHIO KiNbKICTb
3il ana BCiX KOMMNOHEHTIB XMapHOro
pilleHHA Ta Aitodi cepBiCHi 40rosopu
3 NocTaya/ibHMKaMKn obnagHaHHS.

MacwTtabyBaHHA
pecypcis

ApxiTekTypa piweHHA nepeabayae
scale-out — HapoulyBaHHA obcary:

= obuucnoBanbHUX  pecypcis

A04aBaHHAM B KnacTep HOBUX

bisnyHnx BY3/iB-HOA,
(cepsepiB);
="  OnepaTUBHOI nam'ari

00AaBaHHAM MoAYAiB Nam'aTi
B iCHYHOUi BY3/1M Knacrepa;

= o06'eMy AWCKOBUX MacuBiB
cuctemm 36epiraHHA  JaHUX
(C34) popaBaHHAM 6nOKiIB
PO3LWMPEHHA KOXHOFo TUNy
ANCKOBOTO MacuBy.

€ MOXNMBICTb THYYKO Ta LWBMAKO
3MiHIOBATW KBOTY PECYPCIB Yy pPeXUMI
camoobcnyroByBaHHA yepes
KnieHTCbKMIA nopTan BignosigHoO A0
peanbHUx notpeb KnieHTa.

KpOoKu po3wmnpeHHsa KBOTU pecypciB:
= vCPU-1TTu;
= VRAM-1TE;
* FastSSD-10TB,SSD—-10TB5,
HDD-10TB

LLlomicayHa BapTicTb
BONOAHHA 06’emom
pecypcis

BM3Ha4yeHoro obcary

LLlomicayHa BapTicTb BONOAIHHA
ob6’emom pecypciB NpUBaATHOI Xmapu
HU}KYA 33 BapTiCTb BOJOAIHHA
aHanoriyHMmm 3a obcarom nynamu
pecypcis ny6aiuHOi Xxmapw.

LLlomicayHa BapTictb BONOAIHHA
ob’emom (nynom) pecypcis
ny6/iyHOT XMapu BULLA 3a BapTiCTb
BONIOAIHHA aHaNOoriyHMMMU 3a
obcarom pecypcamu y NpuUBaTHIN
XMmapi.

Onwc nocnyru

Bepcia 2.8 6_2022



https://gigacloud.ua/uploads/0/client-portal.pdf

MpwnBaTHe xmapHe piweHHa PRO Cloud

[epeBaru i obmexeHHA cepsicy

Nepesaramu PRO Cloud Hag moaennto BNacHOro KAiEHTCbKOTO AaTa-LEeHTPY € HAaCTynHe:

KanitanbHi BuTpatM (CapEx) KnieHTa Ha npupabaHHA BAacHoro ob6nagHaHHA
3aMiHIOIOTbCA onepauinHumn BuTpaTamm (OpEx) Ha KOpUCTyBaHHA OpPeHA0BAHOM
BipTyanbHOtO iHPaCTPYKTYpOtO NpoBaiigepa;

BuAiNneHi pecypcu (disnyHi xoctn/BipTyanisoBaHe obnagHaHHA, NpaLooYi Nporpamm
Ta 3MiCT Nam’ATi AaHMX) NOBHICTIO i30/1bOBAHO Bif, OyAb-AKUX iHLLMX KOPUCTYBaAYiB;
Ana nepcoHany KnieHta moxke 6yTn CTBOPEHUIA PONbOBUI AOCTYN A0 NEBHUX PECYpCiB
KepYHUOoro KaacTepy NpMBaTHOro pilweHHA (HanpuKknag, o VMware vCenter Server);
cneujianict Nnposaraepa MOXKyTb HagaTh gonomory KnieHTy B HAaCTYMHWUX 3aBAAHHAX:
- Bubip napameTpiB BipTya/ibHOI iIHPACTPYKTYpY;

- NNAHYBaHHA Ta NPOBEAEHHI MirpaLii 4ilo4nx KNIEHTCbKMX CepBiCiB A0 XMapu;

- KepyBaHHA iHPpaCTPyKTypoto 3 BOKY NpoBaiaepa (AKLLO Lie BUSHAYEHO Yyroaoto).

O6mekeHHAMMU cepBicy NOPIBHSAHO 3 OPEHAOI0 MYy PecypciB NybAiYHOI XMapy BBaXKAETbCA:

36inblieHn yac Ha ctBopeHHA cepsicy PRO Cloud (40 ABOX TUXHIB);

36inbWeHN Yac (g0 4 TUXKHIB — NPOTU AEKiNbKoX roguH ana laaS) Ha HapoulyBaHHSA

pecypcHoro nyny;

BMMOIM BiAMNOBIAHOI KBanidpiKauii TexHiYHOro nepcoHany KnieHTa ana agmiHicTpyBaHHA

NPUBATHOI XMapwu.

Onwc nocnyru Bepcia 2.8 6_2022
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MpmBaTHe xmapHe pitterHs PRO Cloud GIGACLOUD

CucTtema BipTyanisaLil Ha TexHooriax KomnaHil VMware

Wap BipTyanisauii VMware vSphere nig kepyBaHHAM vCenter Server noeaHye B €AUHY NPUBATHY
xmapy KnieHTa pecypcu, oTpMmaHi Big, okpemux xocTiB (PisnyHMX cepBepiB), HAKONMYYBAYiB AAHUX,
MepexeBnx npucTpois. Taka nnatdopma BipTyanisauii CTBOpPIOE NporpamHo-BusHa4veHi VDC
(BipTyanbHi AaTa-LeHTPM), WO 3HAXOLATLCA Y PO3NOPAANKEHHA KNiEHTa NpMBaTHOI Xmapw:
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vApp Network) vApp Network)
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VDCs VDCs

\ /'
N vApp Network //
= % Organization VDCNetwork/olgamzauon VOC Network "
External Networks g Eﬁ ® /S ® R& ® 47
——+o ¥ A y l

Organization VDCs

Organization VDC .

Provider VDC:Bronze

Provider Physical Resources

HactynHum pisHem cepsicHoro wapy VMware € nnatdopma vCloud Director, 10 BUKOPUCTOBYE Ta
po3noginae pecypcn BuwesragaHux VDC. 3a gonomoroto vCloud Director Ha pecypcax VDC
CTBOPHOOTLCA OAMHULI agMiHICTpyBaHHA — OpraHisauii (Organization), To6To cepegoBuLLa pecypcis,
KopucTyBauyis Ta rpyn. KoxkHuii Tenant (KnieHT) morke oTpumaTh aeKinbKka OpraHisauit ogHo4acHo.
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MNpuBaTHe xMapHe piweHHa PRO Cloud GIGRACLOUD

IHTepdeic VMware vCloud Director € ronoBHMM nporpamHum 3acobom KnieHTta ansa:

"  BMKOHAHHA GYHKLiN «BHYTPILWHbOrO NpoBalAepa XMapHUX NOCAYr», TOOTO po3noaineHHs
pecypciB NpMBaTHOI XMapu MiXK CBOIMU CNOXUBaYaMM (CTBOpeHHA BAacHMX OpraHisauin 3
MOX/INBICTIO BUKOPUCTAHHA TEXHOAOTiT «NepeniaAnuCcKAU Ha pecypcu»);

"  HafaHHSA CNOXMBayam AOCTYny A0 BeH-KOHCOI ynpaBaiHHA Ha OCHOBI ponei;

= 3a36e3neyeHHA pobOTH KiHLLEBUX KOPUCTYBAYiB Y MerKax ix OpraHisauin.

VMware Cloud Director

Linux Installation ’ . @ VMware Cloud Director
L PostgreSQL Database
> VMware Cloud
ol Director Server Transfer
et ‘—>@ Server
Cell Storage

VVMware Cloud Director

VMware vSphere
NSX Data Center
for vSphere
| vCenter
> @ Server
l Database
NSX-T
Data Center

vCenter
> @ Server
Database

Kopuctytounce iHTepdeiicom nnatpopmu VMware vCloud Director 10.X.X, TEXHIYHWUI MepcoHan
KnieHTa camocTiHO obupae NoTpibHI pecypcu Ta po3NoAinse ix cepen, CNOXKMBaAYiB Y Mexax CBOiX
OpraHisauin (abo OpraHisaLili CBOiX 30BHILLUHIX KNiEHTIB), Kepye poboToto gata-ueHTpis (VDC).

AamiHictpatopm OpraHizauinn ctBoptotoTb Ha 6asi VDC i3onboBaHi BipTyanbHi naHawadTtn, wo
MicTATb VApPPS 3 BM (KOHTelHepu 3 BipTya/lbHUMM MaLLMHAMMK, WO MOEAHAHI CMiIbHOIO NOTiKOI
poboTK 3acTocyHKy abo cepBicy), BipTya/ibHi CXOBMLLA AaHUX Ta MEpPEXi.

A Yeara! [poBaigep BWUKOHYE 3axUcCT AaHux (6ekan) BipTyanbHUX MaLUMH Kepyroyoro
Knactepa (MeHeaXMeHT-iHppacTykTypu) 3acobamm M3 Veeam 6e3 poaaTKoBOi naaTw.
BogHouac, KnieHT camocTinHO abae npo 3axmMCT KPUTUYHO BAXK/IMBUX AaHUX BAACHUX CEpPBICiB
(0obupae TexHoNOrii Ta OpraHizye 6ekan 06paHUX ANUCKIB BipTyasbHUX MALUWH PECYPCHOTO Knactepa).
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https://gigacloud.ua/uploads/0/vmware-cloud-director.pdf

MpwnBaTHe xmapHe piweHHa PRO Cloud GIGRACLOUD

CucTtema BipTyanisau,ii Ha pieHHAax OpenStack (BeHaopa Red Hat Ta iHWwMX)

By3nun nporpamHo-anapaTHOro KOMNAEKCy 3HaXoAATLCA Nig, yNpaBAiHHAM cepeoBuMLLA BipTyanisauii
KVM (Kernel-based Virtual Machine), nporpamHe 3abe3neyeHHA AKOro BiIbHO PO3MOBCHOAKYETLCA
3a niueHsieto GNU General Public License (3 npaBom KopucTyBaya KonitoBaTv, moaudikyBaTtH i
pO3MnoBClOAKYBaTU BMLEe3ragaHe M3).

(e ) ( J

HAProxy | keejaalived Ja—]{ keepa{ved | HAProxy

%!

== T 1
MySQL Controller host |} Network host | Compute host | H
Galera
( koysione ) | neutron-metadata | KVM
Memcache ( nove ) [__neutron-dhep | i
[ neutron-server | [_newronis ) [ nova-compute |
RabbitMQ ( glance ] [ neuu::n-L2 ) ( neutron-L.2 ]
( cinder | v
| OpanSMichi| I L OpenVSwitch I
8 cem P

N3 cepeposuwa BipTyanisauii KVM nepeabayae nigTpumky xmapHoi nnat¢opmm OpenStack, wo
KepYE pecypCHUM Ny/0M i HaAa€ AOCTYN A0 pecypcis 3a Aonomoroto B6yaosaHoro API.

Mnatdopma OpenStack 3acHoBaHa Ha TMnosomy piweHHi RedHat Ta po3Bonse oTpumatu BCi
HeobXigHi cepBicK, a TAaKOXK iIHGPACTPYKTYpHE NporpamHe 3abesneveHHA 6€3 AO4ATKOBMX BUTPAT Ha
NiueH3yBaHHA.

YnpaBniHHA NpoOrpamHo-anapaTtHMM KOMMJIEKCOM pPeani3oBaHO 3a AOMOMOro MPOrpamHmx
KOHTPO/IepiB, AKi Yy BUTNAAI OKPEeMUX BipTyaNbHMX MaWWH PO3TalIOBaHi Ha KOXHOMY By3/i/HoAi
Knactepy Ta ob6'egHaHi Ha piBHi nNporpamHoro 3abesnedyeHHs Yy BiAMOBOCTIMKMIA Knactep
ynpaBAiHHA. ApXiTeKTypa pilleHHA A03BONAE BiJOKPEMUTU PECYpCU KnacTepa, Wo ob6cayrosyoTb
KOMMJIEKC CepBicCiB ynpaBAiHHA, Big KBOTM pecypciB BUAINEHUX ANA PO3MILLEHHA KNIEHTCbKUX
cepsicis.

Bci cepBicu ynpaBaiHHA pe3epBOBaHi i eKCnayaTyoTbCA Y BiAMOBOCTIMKOMY pPeXUMIi, WO A03BOAE
cUCTeMi yrnpaB/iHHA cTano GYHKLIOHYBATM HaBiTb NPWU BUXOAi 3 Naay oAHiei Hoau (dpismyHoro By3na).
BoaHouac KnieHT camocTiltHo abae npo pesepBHe KonitoBaHHA cBOiXx BM 3a gonomoroto B6yaoBaHuMX
moaynis i cepsiciB OpenStack (Cinder, Freezer Ta iH.).
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AnapaTHa cknagoBsa apxitektypu Pro Cloud

PRO Cloud sBnsae coboto noBHicTO niarotoBneHy pna pobotu KnieHTa iHdpacTpykTypy, 3
BipTyanisaui€elo Ta i30AbOBaHUM MepexeBMM CTeKOM. HapgiiHictb pobotn 3abe3nevyerbca
apxiTekTypoto «6e3 eANHOI TOUKM BiAMOBU», LLO 3iBpaHO NOBHICTIO 3 KOMNEKTYOUMX A-6peHaiB.

Knactep ¢isnyHmx By3nis (HoA)

ObnafHaHHA, WO YTBOPKOE anapaTHy YacTUHY KaacTepy, mMicTuTb cepsepu Intel / Lenovo ocTaHHixX
nokoniHb 3 18-agepHumn npouecopamu Intel Xeon® Gold 6240/6354 gen2, wo npauloloTb Ha
6a30BMx TakTOBMX YacToTax 2,60/3,00 GHz. Taki npouecopn MoxKyTb 06pobAsATU NO ABa NOTOKM Ha
Aapo, TobTo 36 NOTOKIB OAHOYACHO.

MiHimanbHa KoMMaeKTalia Knactepy cepBepiB CKAaZa€ YoTUPM oAHOMNPOLECOopHi By3am Small, 3
MOX/IMBICTIO PO3LMPEHHA KOMKHOMO By3na Ao 2-x abo 4-x npouecopHuMx KoHdirypauin. Y pasi
HeobxigHOCTi, Nnoganblue PO3WUPEHHA CepBEPHOro KaacTepy BMKOHYETbCA A0A3BAHHAM HOBMUX
BY3/1iB NOTPi6HOI KOHOIrypauii, 6yab-aKoro TMNy 3 ypaxyBaHHAM BUMOT CTIMKOCTI iHGpacTpyKTypu Ao
BigmoB. CepBepun KnacTepy KOMMNEKTYIOTbCA OMEPaTUBHOK MaM’ATTIO, MOAYAI AKOi cneujiasbHO
BigibpaHO Ta BCTAHOBAEHO 3riAHO pPeEKOMeHAaAUiM BUPOBHWMKA ANA [AOCATHEHHA HaMBULWOI
NPOAYKTUBHOCTI.

MiHiMmanbHWUIM 0b6car onepatnMBHOI Nnam’aTi gna

oaHoro ¢pisnyHoro cepsepy cknagae 256 6, 3 & crucial @CG@’”%

NnoganblMM  PO3WMPEHHAM  610KaMu N0  pl— = = o

128/256 6 (3aranom go 1024 6 Ha oauH B i ———————
cepsep).

Cuctemm 36epiraHHA AaHWX
Y xmapi PRO Cloud BMKOpPMCTOBYIOTbCA Cy4acHi cucTtemm 36epiraHHA aaHux Lenovo DE4000H.

3acTocoBaHi B Takmx C3/[1 AMCKM NOEAHaHI y cknagi BiamoBocTilMKnux macmeis RAID.

TexHonorii wenakicHux auckis All Flash 3abesneuytoTb HabaraTo BuULLY NPOAYKTUBHICTL Ta
cTabinbHicTb poboTn C3/, HiXK ribpUAHI pilleHHA 3 BUKOPUCTAHHAM LWNIHAENBbHUX MarHiTHUX AUCKIB
(HDD). NiaBuLLEeHY HAANHICTb CUCTEMI A0,43€E HAABHICTb Y KOPNYCi 0AHOYACHO ZBOX KOHTPO1EpPiB (Ha
BUNaAoK Biamosu komnoHeHTiB). C3[ ana PRO-Cloud nepenbayac pesepBysaHHA N+2:
= B KOXHOMY NyJi AUCKIB 3Hax04ATbCA 2 pe3epBHUX i OJHOYACHA BiAMOBA HaBiTb OYAb-IKNX
0BOX AMCKIB — He NPU3BOAUTb A0 BTPATU AAHUX;
"y «XONOAHOMY pPe3epBi» NpoBainaep YTPUMYE He MeHWwe 1 AMCKY Ha KOMKHIM noauui ana
AMCTaHLUIMHOro NigKAtYeHHA MOro Ha micue 6yab-AKOro AMCKY, LLO BUMLLOB 3 1aay;
= cniBpobiTHMKKM NpoBaligepa GigaCloud BuiKAKaOTb Ha MicLLe B NOroAxeHui 3 KnieHTom vac
Ta BUKOHYIOTb $i3MYHY 3aMiHY HeCNPaBHUX AMUCKIB.
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MNpuBaTHe xMapHe piweHHa PRO Cloud GIGRACLOUD

MinimanbHa KomnaekTagia C3[, Pro Cloud mictuth Bigmosoctinkuit All Flash (SSD) aunckosuit
macuB 06’emom 17,5 T6, 3 MOXKAMUBICTIO PO3LUMPEHHA NiAKNIOYEeHHAM A04aTKoBMX macueiB 17,5 T6.

MoKnmnBe TaKoXK 404aBaHHA 40 KNacTepy AMCKOBUX MNOINLD, WO MICTATb WNiHAeNbHI gnckn NL-SAS
33 T6 gnsa nocnigoBHOro 3anucy BenuKnx obearis iHpopmadii.

MepekeBe 0b1aaHaHHA

Ctek mapupyTmsaTopis nobyaoBaHo Ha obnagHaHHiI A-6peHaiB. [ nNo€egHaHHA KOMMOHEHTIB
KNacTepy B MPOrpamHoO-BM3HAUYeHy mepexky «6e3 €AuHOI TOUYKWU BigMOBM», OPraHi3oBaHO NiHKK
cTaHgapTy 40G.

3aranbHa apxiteKrypa piweHHA Pro Cloud HaBeaeHa Ha HacTynHin 610K-cxemi:

Switch 1
_ _ 1/10/40 Gbit/s
L S R
10/25Gbit/s
Node 2 10/25Gbit/s M
10/25Gbit/s
10/25Gbi |
Node 3 /256bit/s
10/25Gbhit/s
10/25Gbit/s
Storage
1/10/40 Gbit/s
s o o Switch 2
Ll ) -
Y V)
2x10/25Gbit/s 2x10/25Gbit/s
Switch 3 IPMI
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3asBmuyan B LOJMax GigaCloud icHye TexHo/MOriYHa MOMKAMUBICTb MiAKAIOYEHHA HU3KU Pi3HUX
CTOPOHHIX NpoBanaepis — ANA HaaaHHA KnieHTy wupoKkoro Bubopy BapiaHTiB opraHisauii KaHanis
38’A3KYy. KOXHe npuBaTHE pilUeHHA € THYYKMM i aganToBaHMM [0 BUMMOT Ta notpeb KnienTa, no
KaHaniB iHWKX npoBanaepiB opraHisytoTbca nopty Uplink (3a notpebu). Y Bunaaky HeobxigHoCTI
CTBOPEHHA KaHaniB piBHA L2 B iCHylOUMX nNpOBaMAEepPCbKUX KaHanax 3B’A3KY, MOXYTb
BMKOPUCTOBYBATUCA BiNIbHIi «TEeMHi BONIOKHa» KabenbHOi mepei Ta iHWi Cy4acHi TEXHONOrIYHI
pilleHHA.

[opaTrosi cepsicn ana IT-iHppacTykTypn xmapu PRO-Cloud

BianosiaHo Ao cBoix 6i3Hec-BMMOr KnieHT camocTiliHO 0bupae HeobxiaHi Ana GyHKLIOHYBaHHA Moro

IT-iHppacTpyKTypKn goaaTkoBi cepsicu. MpoBangep GigaCloud nponoHye HanbiNbLL NOWMPEHI 3 HUX:
* CTBOPEHHA pennik Ta BigHOBNEHHA cuctemm nicns asapii Veeam DraaS / vCloud Availability;
" 3aXMCT AaHux 3acobamm Veeam;

» GigaCloud Admin — nocnyra po3LWwnpeHoi TEXHIYHOI NIATPUMKM BiPTYanbHOI iHOPACTPYKTYpU;
* opeHAa npasa BUKopucTaHHa M3 Microsoft y xmapHoro nposangepa 3a nporpamoto
Service Provider Licensing Agreement (SPLA).

Microsoft License Mobility through Software Assurance

KnieHT mae npaBo BMKOPUCTOBYBATM NpuabaHi paHiwe KoprnopaTUBHI NiLeHsii Ana 3anycky
akzemnnsapis N3 Microsoft y xmapHomy cepegoBuLi laas, aKwo:
" NiyeHsii OTPMMaHO B MeXKax OAHIEi 3 KOpPMOpaTUBHMX Nporpam AiueHsysaHHA Volume
Licensing (EA, EAS, Open, Select+);
= gnie onuin Software Assurance y mexax KOpnopaTMBHOI NPOrpamm filleH3yBaHHS;
"  nowuploeTbea Aia nporpamu Microsoft License Mobility through Software Assurance Ha
nporpamHe 3abe3neyeHHA.

Binbw  pgetanbHa  iHPopmalis nNpo  AaHy nporpamy  AOCTyMHa 3a  afpecolo:
https://www.microsoft.com/licensing/software-assurance/license-mobility.aspx
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3aXUCT AaHWX Ta YMOBWM OpPeHaM NMPUBATHOI XMapK

Ona pep»kaBHux, GiHAHCOBMX OpraHisauii, WO NPaLoTb i3 NEPCOHaNbHUMWU AAaHUMU KNIEHTIB
(6aHKK, iHBeCcTULiNHI dOHAM), BAXKNMBO MaTWU MIATBEPANKEHHA TOro, WO cuctema iHGopmauinHoi
6e3neKkn xmapHoro onepatopa nobyaoBaHa 3rigHO 3 MiXXHapPOAHUMM CTaHAAPTaMM, @ OTXKE HEMAE
PU3NKY BUTOKY AaHux. Kibepsnoaii He 3MOXKyTb OTPUMATM MOKANBOCTI ANA NiAKIOYEHHS, OCKI/IbKK
xmapa GigaCloud VMware He mae 3a3ga/ierifb HanawToBaHOro BMxoay Ao nybniyHoro IHTepHerTy, a
KOXHUI nyn pecypcis npuBaTHOI Xmapu ©¢i3uYHO i30/1b0BaHMIA Big 6yAb-AKUX HLWKX
obuncnoBaNnbHUX pecypcis.

KomnaHis GigaCloud neploto cepes yKpaiHCbKMX XMapHUX ONepaTopiB OTPMMana Mi*HapoaHUM
ceptmdikaT ISO/IEC 27001:2013. Pa3om i3 Heto, cepTudikaL,ito NPONLWAM ABi iHLWI KoMMaHii rpynn —
KOMepUuinHMin gata-ueHTp GigaCenter Ta Tenekom-npoBanaep GigaTrans.

BUREAU VERITAS BUREAU VERITAS [

o

Certification Certification

GIGACLOUD LIMITED LIABILITY COMPANY GIGACLOUD LIMITED LIABILITY COMPANY

Head Office: Ukraine, 03127, Kyiv, Goloseevsky prospect, 118B

This is a multi-site certificate, additional site(s) are listed on the next page(s)

ISO/IEC 27001:2013

Scope of certification

Bureau Veritas Certification Holding SAS — UK Branch certifies that the
Management System of the above organisation has been audited and found to

be in ac with the requir nts of the system
gelaied below Provide clients with cloud provider services.
Provision cloud provider services for clients.
ISOIIEC 27001 201 3 Statement of Applicability version 6.0 dtd. 13.09.2021
Scope of certification

Provide clients with cloud provider services. Site NamefL.ocation Site Address . Site Scope
R z 5 2 rovide clients with cloud provider services.
Provision cloud provider services for clients. GIGACLOUD LIMITED Ukraine, 03127, Kyiv, Provision cloud provider services for clients.

LIABILITY COMPANY Goloseevsky prospect, 1188 | Statement of Applicability version 6.0 dtd.
Statement of Applicability version 6.0 dtd. 13.09.2021

A Provide clients wﬂh :Ibud provider services.
G S KA Z | Polana, 00682, Warszawa, | Provision cioud provider services for clients.

Original cycle start date: 07 January 2022 ODPOWIEDZALNOSCHy | W HOZA. W86k 210 | | Statement of Applicabilty verslon 6.0 did.
Expiry date of previous cycle: NA

Certification / Recertification Audit date: NA

Certification / Recer\lﬁca|lon cycle start da!e 07 January 2022

Subject to the i of the ization’s System,

this certificate expires on: 06 January 2025
Certificate No. IND.21.732/1S/U  Version: 2 Revision date: 16 February 2022

/ (/’ »
Signed on behalf of B}iﬁf SAS UK Branch
/ /

Locs! offce: 5th floor, 28, Simon Petlyura St, Kyiv, 01032, p=y
Further clarfications regarding the scope and validity of this certiicate, and the appiicability of the
management system requirements, please call: +380 44 354 16 00

Certificate No. IND.21. 73Z/ISIU Version: 2 Revision date: 16 February 2022

/,t

Signed on behalf of BVCH SAS UK Branch
/
quﬁamw/ ]

‘body address: 5" Fioor, 66 , London E1 8HG, United King
Local office: 5th floor, 28, Simon Petlyura St., Kyiv, 01032, UKRAINE
Further clarfications regarding the scope and validity of this certificate, and the applicabilty of the
management system requirements, please call: +380 44 354 16 00

\

D

London E1 8HG, United Kingdom

KomnaHisa GigaCloud otprmana Tako atecrtat BignosigHocTi KC3l (KomnnekcHa cuctema 3axmcry
iHbOopMalLLii) Ha cMcTeMU XMapPHUX 0bYUCNEHb Ta MPOBOAUTL BiANOBIAHI 3aXx0AM ANA 3aXUCTY AaHUX.
CniBpobiTHMKM GigaCloud MOXyTb TaKOX MOAIANTUCHL A0CBIAOM, HaAaTW KOMNAEKT BignoBigHUX
OOKYMEHTIB Ha CBOT pecypcy Ta KOHCY/IbTyBaHHA ana NiarotoBku KnieHTta o atecrauii ioro BnacHoi
iHppacTpyKtypm IT, wo 6a3yerbca Ha PRO Cloud.
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BnpoBapgykeHHA cTaHAapTy ISO/IEC 27701:2013 aonomarae 3a6e3neunty BUKOHaHHA Bumor GDPR:

BUREAU VERITAS BUREAU VERITAS

o

Certification Certification

GIGACLOUD LIMITED LIABILITY COMPANY GIGACLOUD LIMITED LIABILITY COMPANY

Ukraine, 03127, Kyiv, Goloseevsky prospect, 118B

By i .
Bickoebicle Sy termsiaiy s el sl 8 ISO/IEC 27001:2013
ql of the system detailed below AS Exte n ded by
ISO/IEC 27701:2019
ISO/IEC 27001:2013 .
Scope of certification

As Extended by
ISO/IEC 27701:2019

Scope of certification

Processor and controller in provision clients with cloud provider services.
Provision cloud provider services for clients.
Statement of Applicability Version number and release date:
version 7 dated 10.11.2021

Site Name/Location Site Address Site Scope
Processor and controller in provision clients

P and in provision clients with cloud provider services.
Provision cloud provider services for clients.
Statement of Applicability Version number and release date:
version 7 dated 10.11.2021

with cloud provider services. Provision
GIGACLOUD LIMITED Ukraine, 03127, Kyiv, cloud provider services for clients.
LIABILITY COMPANY prospect, 1188 of icability Version number
and release date:

Original cycle start date: 23 May 2022 version 7 dated 10.11.2021
- Processor and controller in provision clients
Expiry date of previous cycle NA GIGACLOUD SPOLKA Z with cloud provider services. Provision
Certification / Recertification Audit date: NA OGRANICZONA Pollaa% gg-ss;gewgr:z;%a. & lcloud ‘pn')vxde: sekr)vllcef/ for clients. "
- uf . N7 86, Iok. atement o icability Version number
Certification / Recertification cycle start date: 23 May 2022 ODPOWIEDZIALNOSCIA a:geelease%ale:

version 7 dated 10.11.2021

Subject to the Y ion of the 's System,
this certificate expires on: 22 May 2025

Certificate No. IND.22.1856/PI  Version: 1  Revision date: 23 May 2022 Certificate No. IND22.1856/PI Version: 1 Revision date: 23 May 2022

/1))

AN

0.8 idenko
0. Svyrydenko i

Local offize: 5th floor, 28, Simon Petlyura St, Kyiv, 01032, UKRAINE
Further clarifications regarding the scope and validity of this centficate. and

Local office’ 5th floor, 28, Simon Petlyura St, Kyiv, 01032, UKRAINE the
applicabilty of the management system requirements, please call: +380 44 354 16 00

Further clarifications regarding the scope and validity of this certificate. and the
appiicabilty please call: +380 44 354 16 00

Ona rapaHTyBaHHA 3aXUCTy KOHQIAEHUIMHMX AaHMX KANieHTIB, KomnaHia GigaCloud nepwum 3
YKPaAiHCbKMX XMapHUX onepaTopiB oTpumana ceptudikaT BignoBiAHOCTI cTaHAAPTY iHboOpMaLiiHOT
6e3snekn PCl DSS, po3pobsieHoMY MPOBIAHUMU MiNKHAPOAHUMM MAATIXKHUMM cucTemamn Visa Ta
MasterCard.

PCI DSS (Payment Card Industry Data Security Standard) — mixxHapoaHWi1 CTaHAAPT, WO PEry/oe
iHbopMaLinHy 6e3neky AaHMX KpeauTHUX KapTok Visa Ta MasterCard. BiH mae 6yTn y KOMKHOI
KOMNaHii, AKa npuiimae, nepenae abo 36epirae AaHi MiXKHApPOAHMX KapT KOPUCTYBAYIB:

= OCHOBHWI HOMep KapTu (PAN);

= im'A BIaCHUKA;

= TepMiH Aji Ta cepBiCHUM Koga,

o6 ycniwHO npontn cepTudikalito, KOMNaHii NOBUHHI rapaHTyBaTK 6e3neKy naaTexiB CBOiX
KNIEHTIB Ha TPbOX PiBHAX:

e disnyHomy (b6esneka 36epiraHHs ¢isMyHOro obnaaHaHHA);

e BipTyanbHOMY (6e3nekKa BipTyanbHOI iIHPPACTPYKTYpK);

e nporpamHomy (6esneka N3).

B 30Hi BignoBsiganbHOCTi XMapHoro onepartopa GigaCloud 3HaxopATbCA:
e KOHTPOJIb AOCTYNY A0 iHGOpPMaLiNHMX pecypcis Ta iIHGPACTPYKTYpW;
e MepeXKeBe eKpaHyBaHHA;
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e 3aXKUCT Bifg, ycix
HECaHKLIIOHOBAHOro 40oCTyny;

e perynApHe CKaHyBaHHA iHPPACTPYKTypwU
3 METOH BUABNEHHA NOTEHLIMNHUX 3arpos3
i BpasnnBocTen;

e pe3epBHe KONitoBaHHA
BipTYya/NbHUX MALLUH;

e AAMIHICTPYBaHHA iHppacTpyKTypHn
BignosigHo o sumor PCI DSS.

BUAIB

ANCKIB

MNposangep  GigaCloud HagaBaTH
npuBaTHe  XMapHe pilWleHHA, AKe  BXe
nobynosaHe 3a cTaHgaptamu PCl DSS i
Bignosigae sumoram GDPR (guB. Bulue), TOMy
ANA  KOMNaHIi-KNiEHTA  3a/MLLIAETbCA
cepTMdikyBaTM BAACHWUA NPOrpPamMHUMA _PiBEHb.
BHacnigok, TepmiH ayauty Ta  BapTiCTb
OpraHisauii HanexHoro piBHA 3axUCTy AaHUX
KnieHTa 3HaYHO CKOPOYYHOTLCA.

Moxe

nnue

GIGACLOUD

=
CERTIFICATE
OF COMPLIANCE

AWARDED TO

SPECIALIST

GigaCloud LLC

37V Vasylkivska St, Kyiv, 03022, Ukraine

The present certificate is issued to certify hereby that GigaCloud LLC has successfully

completed an assessment by IT Specialist LLC and was found to be compliant in

accordance with Version 3.2, of the Payment Card Industry Data Security Standards

(PCl DSS), as endorsed by V|SA, MasterCard, American Express and other leading
payment brands.

PCl Level: 1
Category: Service Provider
‘On-site Assessment: Feb 23, 2021
Service(s) Covered: - Infrastructure/Network

+laaS QSA=Auditor:

- DRaas

+Baas ~

+ Paas ARREN

+ Private Cloud solutions Anatdlii Zhuravlew

PCI OSA #204-557, CISSP, 150 27001

Certificate |D: #170-2021
Issued on: May 25, 2021
Valid through: May 24, 2022

Conditions of lssuing:
1. This certificate offers no guarantee or warsanty o any third party that the company is invulnerable to
attacks or breaches in its security, and IT Specialist LLC accordingly accepts no liability to any third party in
the event of loss or damage of any description caused by any fallure in, or breach of, the subject's security
either on or ive basis,

2, This certificate is issued by IT Specialist LLC a4 » commercial representation, and is not officially sanctioned
by either the PC1 S5C or any payment brand making up its bedy. Al queries regarding this certificate should

be directed to IT Specialist LLC at gsammy—tspecialist.com
—

DOna otpumanHa KN (KomepuitHoi npono3uuii) Ta 3amoBaeHHA TectyBaHHA nocayru PRO Cloud,
HaaiwniTb, 6yab Nacka, Ham 3anuT Ha e-mail: ent@gigacloud.ua .
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