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TepMiHM Ta BU3HAYeHHHA

Xmapa, xmapHa Mogaenb HagaHHA JOCTYNYy 40 PO3MNOAINEHOro Nyny 064nMCcoBaNbHUX pecypcis
iHppacTpyKTypa i cuctem 36epiraHHA AaHMX Ha YMOBaxX OPEHAN, 3 MOMXKAMBICTIO FTHYYKOI 3MiHK
KoHoirypauii Ta macwrtabyBaHHsA (3a 3anuMTom).

BM (VM) BipTyanbHa mawwuHa (virtual machine, BipTyanbHuii cepsep).

KomnneKc npoekTiB BiNbHOro nporpamHoro 3abesneyeHHa (M3) 3 BiaKpUTUM
BMXIAHMM KOOOM, Mpu3HayYeHuit ana nobyposu npuBaTHUX abo nybnivyHMX
obumcnoBanbHUX XMap Ta XmapHux cxosuuw,. OpenStack nobymosaHo 3a
MOAYNbHMM MNpUHUMNOM, ae 6asosi moayni komnnekcy (Compute, Block
Storage, Networking, Image Service, Object Storage) kepytoTbcs 32 ONOMOToH
API/rpadiuHoi naHeni ynpasniHHa Dashboard/iHTepdeicy KomaHAHOI CTPOKM.

OpenStack

Firewall (abo DyHKUia «MmepexkeBOro eKpaHy» — MporpamHuii/nporpamHo-anapaTHUn
6paHamayep) eNleMeHT KOMN'IOTEPHOI MepeXki, AKMA BUKOHYE KOHTPONb Ta dinbTpauito
TpadiKy Yepes HbOro, 3rigHO 3i BCTAHOBIEHMMM NPaBUIAMMU.

MpuHUMN poboTu piweHHA «Firewall as a Service» y xmapi

3aBgAKkM  HanawTyBaHHAM  Firewall (abo
«bpaHamayepa — <MPOTUMOXKENKHOI CTiHMY),
[03BoNIeHMN TpadiK |HTepHETY NPOMNyCKaeTbCs
yepes eKpaH MixX mepexkamu (WAN 1a LAN).

PewTta 3’eAHaHb 6NOKYyeTbCA 4414 3axuUCTy
NOKaNbHOI Mepexi Big, Heba)kaHoro
30BHiWHbOro TpadiKy Ta 3/J0BMUCHMUKIB.

Mpu3HayeHHA Ta npuHumn poboTtn Firewall B
Meperkax BipTyanbHMX Ta Oi3MYHUX cepBepiB
noaibHi, Tomy KopucTyBaHHA piweHHAM «Firewall as a Service» y S-Cloud 2.0 He NOBUHHE BUKANKATH
CKNAA4HOLLB.

A YBara! NMopisHAHHA npu3HaueHHA «Firewall as a Service» Ta «Security Groups»:

= PiweHHa «Firewall as a Service» peanisyetbcs AuMwWe HA NOPTax BipPTyasbHOro
MapLUpyTM3aTOpa NPOEKTY KOPWUCTYBaya Ta O03BO/IAE KOHTponioBatu Tpadik i3 30BHIiWHbLOI
mepexi (IHTepHeT) [0 BHYTPIWHIX pecypciB KAi€HTa (NOKAaNbHUX MepeX MpOoekKTy, 3
niaKNtYeHUMU iHTepdencamu BM);

= T[pynu 6e3nekn («Project —> Network —> Security Groups» — HanawTyBaHHA NpaBua
dinbTpauii 6besnocepeaHbo Ha BM), siki 3a6e3nevyioTb KOHTPO/Ib B3AEMHUX A,03B0IB 3’€AHAHHA
MiX cepBepamm y 10Ka/IbHUX MepeXKax NpPoeKTy.

TaKnit BHYTPILWHIM 3axucT noptise BM npotu HebaxkaHoro snamsy 3 60Ky iHWKMX BM npoeKty
(moxknnBO, BXXE CKOMNPOMETOBAaHUX BHACNAIAOK aTaKM 3/10BMUCHMUKIB) NigBULLYE 3aranbHUM
piBeHb 6e3nekn Ta NpaLe3aaTHOCTI KNIEHTCbKUX CEPBICIB Y XMapHIiM iHpacTpyKTypi.
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Mpuknag ctBopeHHA «Firewall as a Service» y xmapi S-Cloud 2.0

Mepenaite Ao rpadiyHoi naHeni ynpasniHHa Dashboard 3a Bawum URL Bxoay (meHo «YBiiTK B
Horizon» KnieHTcbkoro noptany xmapu S-Cloud 2.0). BukopucToBynTe pns asTopu3auii im’a
KOpPMUCTyBaya Ta Naposb, HagaHi Bam npoBangepom. O6epiTb 3 nepeniky Balmx NPOEKTiB NOTPIOHMN.

—
- u OpenStaCkw Account #9403 ~ < & hb_client_1003614_10 ~

Project v
Project / Network / Firewall Groups

APl Access

Gompute » Firewall Groups

Volumes >
Firewall Groups Firewall Policies Firewall Rules
Container Infra >
Network v + Create Firewall Group
Network Topology OTobpaxeHo 1 3naueHne
. Ingress Egress Admin .
Networks O Name Description ) A Ports  Status Shared Actions
Policy Policy State
Routers Default fi Il default default
0O default etaull irewa el elad 0 Inactive  True No Edit Firewall Group =~
group ingress egress

Security Groups
OT1ofpaxeHo 1 3HayeHue
Load Balancers
Floating IPs
Network QoS

Firewall Groups

VPN

Mepenaitb A0 meHo BKkNagku «Project —> Network —> Firewall Groups».

[Ona cTBOpeHHA Ta HanawTyBaHHA poboTn «Firewall as a Service», nepenaitb Ao Bknagku «Firewall
Rules» Ta HaTUCHITb eKpaHHY KHonKy "Add Rule":

-
i :openstack. = account #9403 ~ & hb_client_1003614_10 =
Compute > Firewall Groups
Volumes >
Firewall Groups Firewall Policies Firewall Rules
Container Infra >
Network v + Add Rule
Network Topology OToBpaeHo 4 3HaYeHUA
Networks O Name  Description 1P . Protocol Source  Source  Destination Destination Action  Shared Enabled Actions
Version IP Port IP Port
Routers
default  default
Security Groups O egress egressrule 4 ANY - - B - ALLOW No Yes EditRule +~
ipv4 for IPv4
Load Balancers defaull  default
O ingress ingressrule 4 ANY - - - - DENY No Yes EditRule -

Floating IPs ipva for IPv4

Netwark QoS default  default

O ingress ingressrule 6 ANY = = = = DENY No Yes EditRule =
Firewall Groups ipv6 for IPv6

VPN default  default
O egress egressrule 6 ANY - - = = ALLOW No Yes EditRule -
Orchestration > ipv6 for IPv6
RIS s OTobpaxeHo 4 anadeHna =
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Hanpuknag, cTBOpiTb HOBE NPaBuO, WO 3abOPOHAE NiAKAOYEHHA A0 BigganeHMx poboumx ctonis
i3 BUKOpUCTaHHAM npoTokony RDP (Remote Desktop Protocol) o ogHoro 3 cepBepiB npoekTy (ae
6yN10 HaNALWTOBAHO HecTaHAaPTHE 3HAYeHHs nopTy 45890 3amicTb TMNOBOIO 3389)}

Add Rule
Name
Create a firewall rule.
Deny RDF A Firewall rule is an assogfftion of the following aftributes:
Description « |PAddresses: Thegfidresses from/to which the traffic
filtration needs to bgflpplied.
Test pe of IP packets (IP V4/V6) that
Protocol * e of packets (UDP, ICMP, TCF, Any) that
TCP . i ction is the type of filtration required, it can be
Action *
Tiff protocol and action fields are required, all others are
REJECT

Source IP Address/Subnet

Destination IP Address/Subnet

192.168.2.131/32

Source Port/Port Range

Destination Port/Port Range

45890

1P Version

4 -

U Shared

' Enabled

)
3anoBHiTb HeObXigHi Nona GopmM Ta HATUCHITb eKpaHHy KHonky "Add".

oJalTe apyre npaBuAo, WO A03BOASAE Becb TPadiK (06epiTb 3HaUYEeHHA B 060B'A3KOBUX MNONAX):
y

Add Rule

Name X
Create a firewall rule

Allow All A Firewall rule is an association of the wing attributes

* |P Addresses: The address m/to which the traffic
filtration needs to be appli

Test + P Version: The tyj IP packets (IP V4/V/8) that
needs to be filte

Description

Protocol *

TCP Ction: Action is the type of filtration required, it can be
eject/Deny/Allow data packets.

Action *
The protocel and action fields are required, all others are

ALLOW optional.

Source IP Address/Subnet

Destination IP Address/Subnet

Source Port/Port Range

HaTucHiTb ekpaHHy KHonky "Add".
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MepecsiayiTbca, WO CTBOPEHI NpaBuia A04AHO A0 NEPEeNiKy:

Tropenstack. = account#aa0s -

& hb_client_1003614_10 =

Project / Network / Firewall Groups
APl Access

Compute > Firewall Groups

Volumes >
Firewall Groups Firewall Policies Firewall Rules
Container Infra >
Network v +Add Rule
Network Topology OTOGPaKEHD 6 3HAYEH,
P Source Source Destination
Networks O Name Description . Proto, Destination IP Action  Shared Enabled Actions
Version IP Port Port
Routers
O  AllowAl  Test 4 = = = ALLOW  No Yes Edit Rule | ~
Security Groups
Gefault Gl egress
Load Balancers [} ‘epgress rule for IPv4 4 ANY - - - - ALLOW  No Yes Edit Rule  ~
Floating IPs
CHEME e
ANY = = = = DENY N Y Edit Rul -
Network QoS O 0SS e tor 1Pv4 ° == iRl
ipv4
Firewall Groups default &
O  ingress 6 ANY - - - - DENY No Yes Edit Rule | ~
VPN VG
pv
Orchestration > default
O egress ANY = = > = ALLOW  No Yes Edit Rule | ~
DNS > Ipvé
. Deny
Object Store > (m] F'\Ds Test 4 TCP = = 192.168.2.131/32 45830 REJECT No Yes Edit Rule | ~

CTBOPITb NONITUKM 3 BUKOPUCTAHHAM LLLOMHO CTBOPEHMX MPaBM/, OKPEMO A1 BXiZAHOro Ta BUXigHOro
Tpadikis. Mepenaitb Ao sknaaku «Firewall Policies» Ta HaTUCHITL ekpaHHy KHonKy "Add Policy".

I openstack.  ® account #9403 ~

Sl & hb_client_100364 10 ~

Project v
Project / Network / Firewall Groups

APl Access

Compute > Firewall Groups

Volumes >
Firewall Groups Firewall Policies Firewall Rules
Container Infra >
Network v + Add Policy
Network Topelogy OTofpaxeHo 2 3Ha4eHuA
Networks O Name Description Rules Shared Audited Actions
Routers O  default ingress Ingress firewall policy default ingress ipv4, default ingress ipv6 No No Edit Policy | =
Security Groups 0O  default egress Egress firewall policy default egress ipv4, default egress ipv6 No No Edit Policy | =

Load Balancers
OToBpaxeHo 2 3HaYeHmuA
Floating IPs

Network QoS

Firewall Groups

VPN
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3anoBHiTb 06oB's3koBe Nose «Name» 3 HaMMeHyBaHHAM NOAITUKM BXigHOro Tpadiky (Hanpuknaa,
«Ingress») i nepenaite A0 BKNaaKkun «Rules»:

—
- openstack. = Account #9403 ~ & hb_client_1003614_10 +
Project v
Project / Network / Firewall Groups / None
APl Access
Compute >
Volumes > H
Add Policy
Container Infra >
Network v Rules
N *
Netwark Topology ame Create a firewall policy with an ordered list of firewall
Ingress rules.
Networks N
A firewall policy is an ordered collection of firewall rules.
Routers Description S0 If the traffic matches the first rule, the other rules are
_— not executed. If the traffic does not match the current rule,
Security Groups es then the next rule is executed. A firewall policy has the
following attributes:
O Shared
Load Balancers » Shared: Afirewall policy can be shared across tenants.
O Audited Thus it can also be made part of an audit workflow
Floating IPs wherein the firewall policy can be audited by the relevant
entity that is authorized.
Network QoS - Audited: When audited is set to True, it indicates that
the firewall policy has been audited. Each time the firewall
Firewall Groups policy or the associated firewall rules are changed, this
atiribute will be set to False and will have to be explicitly
VPN set to True through an update operation
Orchestration > The name field is required, all others are optional.
DNS >
Add
Object Store > -

Ob6epiTb LWOWHO CTBOPEHI NpaBuna 3 nepeniky (npasuio 3a60poHU NOBUHHE BYTU NepLlunm):

YBara! MocnigoBHicTb NpaBun y 4yepsi iX BUKOHAHHA — Ay)Ke Baxausa. Ona 3miHu
A NOCNIJOBHOCTI, BWU MOKeTe «rnepeTarysatm» iXx Ha3BM Bropy/BHu3 (3a J0MOMOro
MaHinynaTopa «MuLa») y BikHi eKpaHHOT popmu.

Add Policy

e ’

Choose rule(s) from Available Rules to Selected Rule
Selected Rules ts)

by push button or drag and drop, you may change their
order by drag and drop as well.
Deny RDP seean

- - B

S AlloOW Al (0oschue 102 5202 steb etdricasons) [
Available Rules

cdefau\l eqress Ipvd o s

a

. default egress ipv6

0 o

L default ingress ipvB swsses sues a2

a

Cancel Add

4
Micns 3aBepLlUEHHA pefaryBaHHA, HATUCHITb eKpaHHy KHonky "Add". /
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AHanoriyHo, cTBOpPiTb MOANITMKY BUXigHOro Tpadiky (3anoBHiTb obos's3koBe none «Name» 3
HaiMeHyBaHHAM (HanpuKknaa, «Egress») i nepelaitb A0 BKNaaku «Rules»:

Add Policy

RUIES

Name *
Create a firewall policy with an ordered list of firewall

Egress rules

A firewall policy is an ordered collection of firewall rules.
Description So if the traffic matches the first rule, the other rules are
not executed. If the traffic does not match the current rule,
then the next rule is executed. A firewall policy has the
following attributes:

Tesl]

O Shared
= Shared: A firewall policy can be shared across tenants.

O Audited Thus it can also be made part of an audit workflow
wherein the firewall policy can be audited by the relevant
entity that is authorized
» Audited: When audited is set to True, it indicates that
the firewall palicy has been audited. Each time the firewall
policy or the associated firewall rules are changed, this
attribute will be set to False and will have to be explicitly
set to True through an update operation.

The name field is required, all others are optional

Cancel Add

Jopante eanHe npasuno, WO A03BOASAE BeCb TpadikK:

Add Policy

e )

Choose rule(s) from Available Rules to Selected Rule
Selected Rules (s)

by push button or drag and drop, you may change their
order by drag and drop as well.
Ly T [

Available Rules

Deny RDP  essoazsrs-a:29 9202 abasrcazears)

. default egress ipvd .z

EabaEEsZEL)

. default egress ipv6 ..

Boncagazds2!

A default ingress ipv4 seseocn e

42226733035)

L default ingress ipv6 e

v
bib2-88ceT

Micna 3aBepleHHA peaaryBaHHA, HATUCHITb EKPAHHY KHOMKY "Add"./

Onwuc piweHHA Bepcia 1.0 2_2021 8



Firewall as a Service y xmapi S-Cloud 2.0

MepecBiaviTbca, Wo NOTPiGHIi BaM NONITUKU CTBOPEHO:

£ openstack.
Project v
APl Access
Compute >
Volumes >
Container Infra >
Network v

Network Topology
Networks
Routers

Security Groups
Load Balancers
Floating IPs

Network QoS

Firewall Groups

= Account #9403 ~

Project / Network / Firewall Groups

Firewall Groups

Firewall Groups

Displaying 4 items

O Name

O Egress

O Ingress

O  default ingress

O  default egress

Displaying 4 items

Firewall Pojffies

Description

Test

Test

Ingress firewall polic

Egress firewall policy

Firewall Rules

GIGACLOUD

& hb_client_1003614_10 ~

+ Add Policy

Rules Shared Audited Actions

Allow Al No No Edit Palicy E‘
Insert Rule

Deny RDP, Allow Al No Ne ‘
Remove Rule
Delete Policy

y default ingress ipv4, default ingress ipv6 No Nc . . |
default egress ipv4, default egress ipv6 No No Edit Policy | +

By moxkeTe 3MiHUTM HaliMeHyBaHHA Ta ONUC NOAITUKN, KopucTytounce meHto «Edit Policy».
Y pasi HeobXiAHOCTI, MOXK/MBO TaKOX A0AaTW/BMAANNTM NpaBuaa abo BUAANUTU NOITUKY.

Mepenaitb Ao Bknaakn «Firewall Groups» Ta HaTUCHITL eKpaHHY KHoMKy "Create Firewall Group":

£ openstack.
Project v
APl Access
Compute >
Volumes >
Container Infra >
Network v

Network Topalogy
Networks
Routers

Security Groups
Load Balancers
Floating IPs

Network QoS

Firewall Groups

Onwuc piweHHA

Account #9403 ~

Project / Network / Firewall Groups

Firewall Groups

Firewall Groups

Displaying 1 item

Firewall Policies

O Name Description Ingress
Policy

O default Default firewall default
roup ingress

Displaying 1 item

Firewall Rules

Egress
Policy

default
egress

Bepcia 1.0 2_2021

& hb_client_100361440 ~

+ Create Firewall Group

Ports  Status Admin Shared Actions
State
0 Inactive  True No Edit Firewall Group  +
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3anoBHiTb nose «Name» 3 HAMMeHYBaHHAM FPynu NoAiTUK ¢daiepBona, 0b6epiTb WONHO CTBOPEHI
NONITUKM Y BigNOBIAHUX NONAX EKPAHHOT GOPMM Ta NeEpPenaiTe 40 BKNAAKKN «Ports»:

Add Firewall Group

FirewallGroup Ports

Name
Create a firewall group based on a policy.

Deny RDP A firewall group represents a logical firewall resource that

a tenant can instantiate and manage. A firewall group
Description must be associated with one policy, all other fields are

Test optional

Ingress Policy

Ingress

Egress Policy

Eqgress

& Admin State

O Shared

Cancel Add

Ob6epiTb NOPT BaALLOrO BipPTya/IbHOrO MapLIPyTU3aTOpPa Ta HAaTUCHITb EKpPaHHY KHoMKy "Add".

Add Firewall Group

FirewallGroup

Selected Ports Choose port(s) from Available Ports.

[ port:1 IR R Ty W———

Available Ports

Cancel Add
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GIGACLOUD

MepecsiaviTbca, WO HOBY rpyny noAniTuK piweHHA «Firewall as a Service» ycniwHO cTBOpeHo:

-
S OpenstaCkw = Account #9403 ~
Project v
Project / Network / Firewall Groups
APl Access
Compute > Firewall Groups
Volumes >
. Firewall Groups Firewall Policies Firewall Rules
Container Infra >
Network v

Network Topology

Displaying 2 items

Networks [m] Name Description Ing.ress Egr.ess Ports  Status dmin Shared Actions
Policy Policy State
Routers z
[m] - Test Ingress Egress 1 Active True No Edit Firewall Group =~
RDP
Security Groups
Load Balancers a default Defaultfirewall defaut defaut 0 Inactive  True No Edit Firewall Group =~
group ingress egress
Floating IPs Displaying 2 items
Network QoS
9 . .
CnpobyiTte 3HOBY nigkntoumnTmca Ao BM (3a RDP, 3i ceoro MK):
& MogkntoueHue Kk yaaneHHoMy pabouemy cTony X

Mopknio4eHne K:

o -

MHHLIHEHPBELIHH yOoaneHHoro nogkno4eHuA. ..

. =]
I.
)‘ |:I

OTMeHa

AKWO nigKkNoYeHHA Tenep He BigbOyBaeTbCA - HanawTyBaHHA NoOANiTMK Firewall y Bawin xmapHin
iHOpPaCTPYKTYpi BUKOHAHO BipHO (3anuUT Ha HebarkaHe BXiaHe 3’€AHAHHA BiAXUNEHO).
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