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MpwnsHayeHHS TEXHOMOTIN NSX-T .o
TyHenb IPSec VPN Midk XMapHUMU MPOEKTaMU....cveveeeuennene.
HanawTysaHHs poytepa VMware NSX-T Edge Gateway
HanawtysanHa MikroTik Software Router y xmapi Open

MNepesipka npauesgatHocTi TyHento IPSec VPN...................
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TyHenb IPSec VPN NSX-T Edge — MikroTik

GIGACLOUD

[MTpnaHaueHHs TexHonorin NSX-T

VMware NSX — nnatdopma BipTyanisauii Ta cuctemu Desneku MepexeBux CepBicis, LLO
pnossonsie ctBopeHHss SDN (nporpamHo BM3HaueHUX Mepex) Ha pecypcax BipTyasnizoBaHWX
nata-ueHTpis. SDN abcrparytotbes Big ocHoBHOro (¢isnyHoro) obnagHaHHe, pecypcu aKoro
BMKOPWCTOBYIOTb Ha HVXXKYOMY PiBHI AN Nepefadi nakeTiB.

Overlay Virtual
Network

Underlay [ .

Physical R

network  \_ = e

Ha 6a3i «Underlay» — HuxxHboro pisHa opHiei pisnyHoi Mepexi nobyooBaHO BULLMIA piBEHb
«Overlay», Ha fkomy OekKinbka Pi3HUX BipTyaslbHUX MEPEX PO3ropTaloTbCs, KEPYTbCs Ta
BMOANAOTbCA He3anexHo (3 BukopuctavHsam npotokonis VXLAN, NVGRE, OTV ta GENEVE):

BipTyanbHi iHTepdencn BM nigkntoyatoTbcs 0O BipTyanbHUX MNOPTIB BipTyalbHUX
KOMYTaTopiB;

3'€QHaHHSA MiX BipTyaslbHUMUN MepexXaMu 3LiIMCHIOETLCA 3a JOMOMOro BipTyalbHNUX
MapLupyTu3aTopiB (poyTepis);

npaBwWfia 4OCTYNY HaMALWTOBYOTHCS Ha BipTyanbHUX danepsonax (bpaHamayepax);
AocCTynHa $yHKUis BanaHCcyBaHHA MEPEXEBOro HaBaHTaXeHHS.

VMware nponoHye ABa TUMu NporpamMmHo-Bu3HavYeHoi mepexesoi nnatpopmm NSX:

NSX-V (nitepa V nosHauvae iHTerpauito 3 vSphere), wo notpebye posroptaHHa VMware
vCenter i Gasyetbca Ha npotokonax iHkancynauii VXLAN (piwenHs NSX-V 6yno
po3pobneHo paHiwe, Hix NSX-T);

NSX-T (nitepa T nosHauae «Transformers») — HacTynHe rHyuyke pilIeHHs, Npu3HadeHe
0N reTeporeHHux cepefosBull (My/nbTUKIayn, KOHTEWHepisauis, pPi3Hi  Tunu
rinepeizopis Ta ¢i3nyHOro obnafHaHHs), WO He 3anexuTs Hanpsmy Big VMware
vCenter i ninTpumye ctek mepexeoi BipTyanisauii ans OpenStack, Kubernetes, KVM,
Docker Ta iH.

PiweHHs NSX-T  BukopuctoBye GENEVE (Generic Network Virtualization
Encapsulation) sk npoTokon TyHentoBaHHA OAsS HaWKpawol NPOoAyKTUBHOCTI. Ll
TeXHONOril BUKOPWUCTOBYIOTb [A0OOATKOBI MeTajaHi y 3arofioBkax i [A03BONAOTb
nokpawmntn obpobky iHbopmauii Ha piBHI nepefadi gaHux (HackpisHa TenemeTpis,
BiACTeXeHHa JaHuX, wndbpysaHHs, besneka). JopaTkosa iHbopmalia B MeTagaHux
mae ¢opmat TLV (Tun, goexXuHa, 3HauveHHs). lNpoTtokon GENEVE pospobneHo
komnaHiamu VMware, Intel, Red Hat i Microsoft, BiH 0a3syeTbcs Ha Havkpaymx
KoHLUenuiax npotokonis iHkancynauii VXLAN, STT i NVGRE.
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TyHenb IPSec VPN mixx xMapHMMUK npoekTamu

TexHonorii VPN (Virtual Private Network) 3abe3neuyioTs 3axuiieHe 3'€gHaHHa MidXX By3iamu
NPWBaTHOI BIPTyaslbHOI MepeXi 3 BUKOPUCTaHHAM «Ha HUXKXYOMY PIBHI» TPaHCMOPTHMUX
NPOTOKONIB NyONiIYHMNX, 3arafibHOLOCTYNHUX Mepex IHTepHeT. [na sctaHoeneHHs IPSec VPN-
3'€eHaHHA MK XMapHUMMK MpoeKkTamMu Bam MOTPIOHO BMKOHATK psfg 0DOB'S3KOBMX YMOB
(omHOYacHO Ha 0box Bokax TyHesno):
»  0bOuWABI NpUBaTHI IOKanbHi Mepexi, Wwo byayTb NoeaHaHi 3acobamu IPSec — matoTs OyTH
pi3HMMM (TOBTO, OfiHA 3 HUX HE MOXe DYTK YacTUHO/NigMepexeto Apyroi mepexi);
* npaBuna danepsonis (bpaHaMayepiB) He MOBUHHI BioKyBaTK MepexeBunin Tpadik Mix
MapLupyTM3aTopamu (poyTepammn) Ta NPUBaTHUMU NigMepexamu;
" noTpibHO 3abe3neunTn MepexeBy AOCTYMHICTb MiX poyTepamu, 3a BiAMOBIgHUMM
npotokonamu IPSec (ayteHTundikadis, nepesipka uinicHocTi, wWndpysaHHs IP-nakeTis).

Mpwuknag cxemu opranisauii TyHento IPSec VPN mix poytepamu VMware NSX-T Edge Gateway
(xmapa E-Cloud) ta MikroTik Software Router (xmapa S-Cloud 2.0) HaBepgeHO HMXue,
BIpTYasibHi Mepexi Ta cepBepu KOXHOMo 3 NPOEeKTiB KOPUCTyBayva 3HaxoasaTbcs «3a NAT»:

Site to Site IPSec VPN

IPSec Tu nn;r

_ i Internet e _
94.131.240.109 / e, 195.182.194 166

S

L) 1% I

External Router
MikroTik Side 15216805 19216800/

172.25.0.0/16

17225025 |/

-—

MikroTik

VIMware NSX-T Side

v |

10.0.0.0/24 15007

- AN /

3 obox bokiB TyHeNto [0 BiANOBIAHOMO poyTepa NigktoyeHa CBOs MpuBaTHa Mepexa 3 BM:
= 10.0.0.0/24 pna MikroTik Side, ne MikroTik Software Router snHaxogutbcs «3a NAT-T» i
nigknodeHnn go mepexi npoekty «Default» 172.25.0.0/16 ta otpumye nybniuny
Floating IP-agpecy 94.131.240.109 gna 6esnocepenHboro goctyny 3 lHTepHeTy;
= 192.168.0.0/24 pns VMware NSX-T Side, ne poytep Edge Gateway Bukopucrosye
nyoniuny IP-agpecy 195.182.194.166 onsa suxony Ao IHTepHeTy.

IP-appecn mepex, BM (BipTyanbHux MaLLVH) | poyTepiB y AaHOMy npuknagi
HaBeAeHO BUKJIIOYHO A1 AeMOHCTpaLlil NOCNiAOBHOCTI HanalUTyBaHb.

Y KOXHOMY BaLLOMy peasibHOMY BMMafAKy — BOHW DyayTb iHLUMMM.
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TyHenb IPSec VPN NSX:

GIGACLOUD

HanawTyBaHHa poytepa VMware NSX-T Edge Gateway

BukonanTe Bxig no inTepdericy Cloud Director (pekomeHayeTbcs nonepegHb0 03HaNnOMUTUCH
3 BMiCTOM nocibHurKa kopuctysada nocnyrot B xmapi E-Cloud):

Welcome to
VMware Cloud Director

Use your user name to sign in

admin

SIGN IN

Mepecsigyitbes, wo y Bawomy VDC BukopucToBytoTbest came TexHonorii NSX-T:

vmw VMware Cloud Director Data Centers Applications = Networking Libraries Administration Monitor More

All Edge Gateways > Edge LV
< Edge LV
Configuration + General
General
B Name : : o Edge LV
Rate Limiting
. Status © Normal
Services
Firewall Description
NAT
Allow Non-Distributed Routing No
IPSec VPN
Type NSX-T
Load Balancer
General Settings Connected Yes
Security Using Dedicated Provider Router Yes (TO-AA-VRF-037)
Static Groups
IP Sets v Scope
Dynamic Groups
@ ge-
Application Port Data Center Group %@ gc-group
Profiles
Organization =

»

Recent Tasks |Running: @ Failec: @

Onsa ctBopeHHsi Hosoro IPSec VPN nigkntoyeHHs nepengite 4O po3finy naHesni kepyBaHHS
«Networking ——> Edge Gateways», obepitb poytep Edge Bawoi Opranizauii. HaTucHiTb
nosHauky «NEW» y meHrto Bknagkn «IPSec VPN»:

vmw VMware Cloud Director Data ¢ s A ns Networking 5 Adrr > Monitor

All Edge Gateways > o i Edge LV

P : Edge LV

Configuration
General NEW
Rate Limiting

e Name State Security Profile Local IP Remote P Logging

Firewall
NAT
IPSec VPN
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Y HoBomy Bigkputomy BikHi «Add IPSec VPN Tunnel ——> General Settings» BcTaHOBITb
HasleXHi 3HaYeHHs eKpPaHHUX «MepeMuKadiB pexiMiB» i 3aMOBHITb NONA eKpaHHOT opmu:
* Name — HaiMeHyBaHHs 3'eaHaHHnA (y HaBegeHomy npuknaai «<NSX-T Edge — MikroTik»);
» Description — KOMeHTap A1 3pY4YHOCTi NOAANbLIOIO KOPUCTYBaHHS (HEOOOB'A3KOBO);
» Security Profile — BctaHoBneHo 3HaueHHs «Defaulty;
= Status — akTmBOBaHO, Logging — feakTnBOBaHO

Add IPSec VPN Tunnel General Settings %
1 General Settings Name -
Description Site-to-Site NSX-T Edge — MikroTik
Security Profile Default
> IKE Profiles

> Tunnel Configuration

> DPD Configuration

Status

«©
Logging O

CANCEL NEXT

Biokpunte cnagatoui meHio «IKE Profiles», «Tunnel Configuration» ta «DPD Configuration»
L9 nepernany BCTaHOBNeHWX napameTpis. HanawTtysaHHs IPSec VPN Ha 060x bokax TyHesnto
MatoTb OyTn 3ymicHumMun (3HaueHHs Diffie-Hellman Group 14 gna NSX-T Edge signosinae DH-
Group modp2048 pna MikroTik Ta iH.). HaTucHiTe kHonky «NEXT» gna npogoBxeHHs:

Add IPSec VPN Tunnel General Settings X
1 General Settings ~ |KE Profiles
Version IKE v2
Encryption AES 128
Digest SHA 2 - 256

Diffie-Hellman Group Group 14

Association Life Time 86400

(seconds)
~ Tunnel Configuration

Perfect Forward Enabled

Secrecy

Defragmentation Policy Copy
Encryption AES GCM 128
Digest

Diffie-Hellman Group Group 14

Association Life Time 3600

(seconds)
~ DPD Configuration

Probe Interval (seconds) 60

CANCEL NEXT
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Y HactynHomy BikHi «Add IPSec VPN Tunnel ——> Peer Authentication Mode» BcTaHoBITb
pexunm Pre-Shared Key Ta BkaxiTb 3HaueHHs cniibHOro kito4ya — BignoBigHO A0 HalaLWTyBaHb
MikroTik Ha iHwoMy Boui TyHento IPSec VPN i HaTucHiTb kHoNKy «NEXT» ons npogoBxXeHHs:

Add IPSec VPN Tunnel Peer Authentication Mode X

1 General Settings

Authentication Mode ° Pre-Shared Key
2 Peer Authentication Mode
Certificate
Pre-Shared Key * Test1234] &

CANCEL ‘ PREVIOUS ‘ NEXT

Y HactynHomy BikHi «Add IPSec VPN Tunnel ——> Endpoint Configuration» BkaxiTe Mepexesi
appecu By3nis (poyTepis i nokanbHUX Mepex) Ha obox bokax TyHento IPSec VPN:

Add IPSec VPN Tunnel Endpoint Configuration X

I En in
1 General Settings Local Endpoint

IP Address * 195.182.194.166 @

2 Peer Authentication Mode

Networks *
a 9 . 192.168.0.0/24
3 Endpoint Configuration

Comma separated CIDRs (i.e. 192.168.10.0/24, 212.138.0.0/16)

Remote Endpoint

IP Address * 94.131.240.109
Networks *
10.0.0.0/24
Comma separated CIDRs (i.e. 192.168.10.0/24, 212.138.0.0/16
Remote ID 72.25.0.2 ®

CANCEL

PREVIOUS NEXT

ExpaHHa nigkaska (M wopo MoxnMBoro sHaveHHs nons Remote |D MicTuTb HacTynHe:

This remote ID uniquely identifies the peer site and depends on the authentication mode for the tunnel. If you
do not set it, the remote ID defaults to the remote IP address.
Pre-shared Key - The pre-shared key depends on whether NAT is configured. If you configure NAT on the
remote ID, enter the private IP address of the remote site. Otherwise, use the public IP address of the remote
device terminating the VPN tunnel.
Certificate - The remote ID must match the certificate SAN (Subject Alternative Name), if available, or the
distinguished name of the certificate used to secure the remote endpoint.
Y paHoMy BUMNaAKy BUKOPUCTOBYETbCA pexunm ayTeHTudikauii Pre-Shared Key — BignosigHo,
BaM HeobxigHO Bkasatu came npusatHy IP-agpecy 3a NAT-T nporpamuoro poytepa MikroTik

y NpoeKTi Ha iHwoMy boui TyHemo (172.25.0.25 y gaHomy femMoHCcTpaLuiiHoOMy npukiagi).
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HatucHite kHonky «NEXT» pns npoposxeHHsi. [lepernaHbTe nigcyMoK BCTaHOBEHUX
napameTpiB y HacTynHomy BikHi «Add IPSec VPN Tunnel ——> Ready to Complete»:

Add IPSec VPN Tunnel Ready to Complete %
. General Settings -
1 General Settings
Name NSX-T Edge — MikroTik
2 Peer Authentication Mode Description Site-to-Site NSX-T Edge — Mikrotik
Security Profile Default
3 Endpoint Configuration )
Status © Enabled
4 Ready to Complete Logging {® Disabled
Peer Authentication Mode
Authentication Mode Pre-Shared Key
Pre-Shared Key
Local Endpoint
IP Address 195.182.194.166
Networks 192.168.0.0/24
CANCEL | PREVIOUS
dkwo peski 3 HanawTyBaHb MOTPeOyTb 3MiHWM — HaTUCHITb kHonKy «PREVIOUS» pna

NOBEPHEHHSA A0 nonepefHix BiKOH. AKLWLO 3HaYeHHS napameTpiB BipHI — HAaTUCHITb KHOMKY

«FINISH» ona 3aBepLueHHs.

MNepecBigyiTbca B ycniwHoMy cTBopeHHi HoBoro IPSec VPN 3'egHaHHs y posgini naHeni
kepyBaHHs «Networking ——> Edge Gateways» iHTepdency Cloud Director:

wmw VMware Cloud Dire Data Centers

s > Edge LV

B Edge LV

Configuration

General NEW EDIT VIEW STATISTICS

Rate Limiting

Services hlans
Firewall
o
NAT
IPSec VPN

NSX-T Edge — MikroTik

) Enabled Default

Networking

SECURITY PROFILE CUSTOMIZATION  DELETE

Security Profile Logal IP Remote IP Logging

195.182.194.166 (D)

94.131.240.109 O @ No

HatucHite ekpaHHuin Hanuc «VIEW STATISTICS» pns nepernsigy cTaHy TyHesno Ta iHLWOI
cnyx608Boi iHpopMaLii (HasgsBHICTb NMOMUIOK Ta iH.).

CraH TyHento IPSec VPN 3anexuTb Takox Bif,
cTaHy nporpamHoro poytepa MikroTik Ta
BIPHOCTI BCiX BIiAMNOBIAHMX HafnallTyBaHb Ha

iHLWOMYy boui.

MociBHUK KOPUCTYBaYa NOCNYro

"NSX-T Edge — MikroTik" statistics X
Status C

Tunnel Status ~ Up

IKE Service Status ~ Up

IKE Fail Reason

Traffic & Errors C

v~ Subnets

Local Subnet

192.168.0.0/24

Peer Subnet 10.0.0.0/24

v General Traffic

Packets In 10

Packets Out 10

Bytes In 840

Bytes Out 1480
> Errors

Bepcist 1.1 03_2023
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HanawTtysanHa MikroTik Software Router y xmapi OpenStack
[lns cTBOpeHHs Ta monepepfHix HanawTyBaHb nporpamHoro poytepa MikroTik y Bawwomy
npoekti B xmapi S-Cloud 2.0, kopucTyTech BiOnoOBIigHOIO AOKYMEHTALIE NpoBanaepa
GigaCloud.

Mig yac posropTtaHHs BaM Dyae HeobxinHo Bkasatu IP-agpecy MK/ pobouoi cranuii/ BM abo
Mepexi, 3 aKoi Hadani byae [03BONEHO agMiHICTPaTMBHUIN AOCTYN A0 LbOro poyTepa:

Create Software Router

Router Name * @
Description:

Creates a software router with specified parameters

MiktoTik

Flavor Name

ext_1024_p1_50gb

Router Type @

MikroTik-CHR

Local network

10.0.0.0/24

External network @

Default

Net or IP to Allowed access to router @

194 62 139 214/k¥

Availabllity zone @

kyiv

Cancel Create Software Router

[ns nopanblumx HanawTyBaHb MOXJIMBO BUKOPUCTOBYBATU:
*  iHTepdenc CLI (komanaHoro paaky) MikroTik RouterOS y koHconi npoexTy Horizon:

S openstack. = acount#isszz - & ho_client_1003614_10~ =
Project v
Project / Compute / Instances /| Router-MikroTik-CHR-uyix.
APl Access
Computa . Router-MikroTik-CHR-uy6xXCeTDhMMhVYh Creaa Srapstol |~
Overview

Overview  Interfaces  Log  Console  Actionlog  Monitoring

mages  INStance Console

Key Pairs If consolé s not rasponding 1o keyboard input: click the grey status bar below. Click hera to show only console
To exit the fullscreen mode, click the brewser's back button,
Server Groups

Volumes > Connected to QEMU (instance-0000301c)

Container Infra >
Network >
Orchestration >
DNS >
Object Store b

Shara > i ]::’:’

H HMMH HHA

Identity > MM HHH

» o¢ipmosy nporpamHy ytunity WinBox komnanii MikroTik:
» jHTtepdenc CLI RouterOS yepes knieHt SSH.
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Y BaHOMy OOKYMEHTI HaBeA,eHO ABa albTePHATVBHI NPUKIaAM NOCNiIAOBHOCTEN HaNnalLTyBaHb
MikroTik RouterOS pnsa ctBopenHs TyHento IPSec VPN — ak i3 BUKOpUCTaHHAM KOMaHLHOTO
psaaky knieHta SSH (ytunitn PuTTY), Tak i 3a sonomoroto rpadivHoi nporpamu WinBox.

Mepengite o sknagku «Project / Network / Routers / Software Router» iHtepdency Horizon
Baworo npoekTy B xmMapi OpenStack, obepiTb Baw poytep MikroTik:

[ & hb_client_1003614_10 ~

openstack. Account #13322 ~

Project v
Project / Network / Routers / Software Router

APl Access

Compute » Software Router

Volumes >
Container Infra > + Create Software Routers
Network - Displaying 1 item
Router Name External IP Def User Def Pass Image Name Created Status Actions
Network Topology
Networks MiktoTik 94.131.240.109 Jsuppor gigacloud MikraTik-CHR 4 days, 5 hours Create Complete Delete Router
Secrets Displaying 1 item

3aHoTynTe Ta 30epexiTb AN18 NOAANbLLIOrO BUKOPUCTaHHS 3HaYeHHs napametpis «External IP»,
«Def User», «<Def Pass» y BignosigHux nonax paaky. BkaxiTe ui sHayeHHsa y nonax «Connect

T Edge — MikroTik

TyHenb IPSec VPN NSX:

GIGACLOUD

tow», «Login» Ta «Password» nig yac nepLuoi aBTopmsauii y nporpami WinBox:

@ WinBox (64bit) v3.37 (Addresses)

File Tools

Connect To: |94.131.240.109

| Keep Password

Login: |support

| [] OpeninNew Window

Password: |""”"”"""‘|

| Auto Reconnect

Connect To RoMON | ‘ Connect ‘

Hapani Bu MoxeTe 3a DBaxaHHSIM CaMOCTIMHO 3MIHWTX MOYaTKOBUW Maposib, HagaHWM

nposBanaepom:

Session  Settings Dashboard

@ support@94.131.240.109 (CHR) - WinBox (64bit) v6.46.8 on CHR (x86_64) - [m] x

Safe Mode | Session: 94131240109

:ﬁ; Quick Set
[ Interfaces
gf Bridge
=E PP
213 Mesh
225 P
ﬂ Routing
@- System
! Queues
Files
E] Log
. rRaDIUS
% Tools I3
New Terminal
1% DotlX
Il Make Supoutrif
6 MNew WinBox

B Exit

= Windows [+

MociBHUK KOPUCTYBaYa NOCNYro

IP Address: | 10.0.0.1

Netmask: | 255.255.265.0 (/24)

|| DHCP Server
NAT

[] VPN Access

VPN Address: |172.25.0.25

- System

Router Identity: |CHR |

‘ Check For Updates H Reset Configuration |

New Password: I—I oK
Confirm Password: Cancel
Apply
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AnbTepHatmBoto € poboTta 3 komaHgHum psagkom MikroTik RouterOS i3 BukopucTaHHAM
knieHta SSH — PUuTTY. ABTopmayrTech Ta BUKOHaNTe NOCNigOBHICTb HanawTyBaHb IP IPSec:

94.131.240.109 - PuTTY — O >

Hopavte HoBun npodins IPSec Profile (3 HasBowo «nsxt-phasel» y paHomy npuknagi) Ta
napameTpamn SHA, AES Ta iH. Takumu, sk Ha iHwomy boui IPSec VPN TyHento (NSX-T Edge):

[support@CHR] >/ip ipsec profile add name=nsxt-phase1 hash-algorithm=sha256 enc-
algorithm=aes-128 dh-group=modp2048,modp 1024 lifetime=1d dpd-interval=1m

AbBo, 3pobiTb Ui HanawTyBaHHS y po3aini meHto «IP——>IPsec» rpadiuHoi nporpammn Winbox
(mopanite HOBUI NPOGINb HATUCKAHHAM MO3HAYKN «+» BKnagku «Profiles»):

| ) support@94.131.240.109 (CHR) - WinBox (64bit) v6.46.8 on CHR (x86_64) - O X

Session  Settings Dashboard
|| (| | Safe Mode | Session: 94.131.240.109

Ali Quick Set
[ Interfaces Policies Proposals Groups Peers Identiies Frofiles | Active Peers Mode Configs  Installed SAs  Keys
an, Bridge +|=[7
£ PPP . . .
% Mesh Name Hash Algorithms Encryption Algorithm DH Group Proposal Ch... g
DAz * default shal 3des aes-128 modp1024 modp2048  obey
25l IP nsxt-phasel sha256 aes-128 modp1024 modp2048  obey
. Routing
| 5 System IPsec Profile <nsxt-phasel>
* Queues MName: +
| L Files Hash Algoritims: |sha256 ¥
Log . .
Encryption Algorithm: des 3des
. rRADIUS Apply
v| aes-128 aes-192
B New Terminal aes-256 blowfish
4 Dot1X camellia-128 camellia-192
= Make Supoutrif camellia-256
New WinB
ewiinsox DH Group: modp768  w| modp1024
i Exit
) ec2n155 ec2nl85
f;. B Windows modpi536 v modp2048
modp3072 modp4096
modpb144 modp8192
ecp2bb ecp3d4
| ecp521 +

2 items (1 selected)
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OboB's3Kk0BO akTUBYIMTE No3Hauky V¥l y noni

IPsec Profile <nsxt-phasel>

[X]

. DH Group: [ | modp768 [V modp1024 +
«NAT Traversal» ekpaHHoi dopmn «IPsec
_ . ) i ec2n1s5 ec2n18s
Profile»  (ockinbkn  poytep  MikroTik modp1536 [9] modp2048
3HaXoONTbCA «3a NAT») modp3072 modp4096 _
. . . dp6144 dp8192
BcrarosiTh pewTy napametpis IPSec Profile o o
. . . . ecp256 ecp384
BiZAMOBIAHO HaNalTyBaHHAM Ha iHLWIOMY Doui o
ecp

tyHemo (NSX-T Edge) Tta 3bepexitsb

Proposal Check: |obey ¥

HafalTyBaHHs CTBOPEHOro BamMK HOBOIMO
. Lifetime: | 1d 00-:00:00
npodinto, HaTUCHYBLUM eKPaHHY KHOMKY et
ifebytes -
«OKp».
v| NAT Traversal

3a ponomorot iHTepdency KOMaHLHOro BEsrertt TR =l
psaky CLI popanTte HanawTyBaHHa |PSec  prowmaxmum Faiures [5 <

Proposal gpyroi ¢a3snm — 3 HasBow «nsxt-
phase2» y maHoMy npukiagi Ta pewTo napamMeTpis, WO BiANOBIAAOTL BCTAHOBIEHOMY Ha
iHwomy boui (NSX-T Edge) IPSec VPN TyHesto.

[support@CHR] >/ip ipsec proposal add name=nsxt-phase2 auth-algorithms=

algorithms=aes-128-gcm lifetime=1h pfs-group=modp1024

enc-

AbBo, y MeHto IPsec nporpamu Winbox HaTUCHITE no3Hauky «+» Bknagku «Proposal»:

| @ support@94.131.240.109 (CHR) - WinBox (64bit) v6.46.8 on CHR. (x86_64) - O X
Session  Settings Dashboard
||| & Safe Mode | Session:|94.131.240.109 H
As Quick Set
| Interfaces Policies Proposals | Groups Peers Identities Profiles Active Peers Mode Configs Installed SAs  Keys
@r, Bridge
| + = ¢ & |7
=& PPP
5 Mesh Name Auth. Algorithms Encr. Algorithms Lifetime PFS Group A
i lass " default shal aes-128cbcaes-192¢c..  00:30:00 modp1024
=P 2 nsxt-phase2 aes-128 gcm 01:00:00 modp1024
4. Routin [
2 IPsec Proposal <nsxtphase2> E
io¥ System 3
|| Files Auth. Algonthms: || md5 shal
Log
.E‘E IS null sha256 Apply
. sha512
. Encr. Algorithms: null des
|| New Terminal
4% Dot1X 3des aes-128 cbe
|
| = Make Supoutrif aes-192 cbe aes-256 cbe
9 New WinBox blowfish twofish
Exit
B e camelia-128 [ | camelia-192
—E— Windows N camellia-256 aes-128 cir
aes-192ctr aes-256 cir
v| aes-128 gcm aes-192 gcm !
aes-256 gcm
Lifetime: | 01:00:00 -
| PFS Group: | modp1024 ¥ '

| enabled
2 items (1 selected)

BcTaHoBiTh NnapameTpu BignoBigHoO HanawTysaHHAM Ha iHwomy boui TyHento (NSX-T Edge) Ta

30epexiTb HanawTyBaHHA A4PYroi da3m, HaTUCHYBLUW eKpaHHY KHomnKy «OK».

MociBHUK KOPUCTYBaYa NOCNYro
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TyHenb IPSec VPN NSX-T Edge — MikroTik

GIGACLOUD

Ona 3'enHaHHAa «Toyka-ToYKa» gofdanTe HoBui By3on IPSec Peer — 3 HasBow «nsx-t», BKaxiTb
IP-agpecy poytepa NSX-T Edge Ha iHwomy Boui TyHent, Ha3By Baworo HOBoro npodinto

IPSec Profile «nsxt-phase1» Ta iHWwi napameTpu, 9k HaBeAEHO HMXKYeE:

[support@CHR] >/ip ipsec peer add name="nsx-t" address=195.182.194.166/32
profile=nsxt-phase1 exchange-mode=ike2 send-initial-contact=yes

dkwo 3amictb komaHgHoro psagky CLI Bu kopwuctyeTtech rpadivyHoto ytunitoto Winbox —
HaTUCHITb MO3HauKy «+» BKNagkun «Peers»:

@ support@94.131.240.109 (CHR) - WinBox (64bit) v6.46.8 on CHR (x86_64)

Session  Settings Dashboard
|| (4| | Safe Mode | Session: 94.131.240109

A Quick Set
| Interfaces Policies Proposals Groups Peers | |dentiies Profiles Active Peers Mode Configs
i, Bridge
= % O T
=& PPP
%% Mesh # Name Address Local Address Profile Exchange
‘m WS 0 nsx-t 195.182.194.166 nsxt-phasel IKE2
=5 |p [\
£

#. Routing 13
ior System 3
Q Queues

|| Files

; |5) Log

L RADIUS

}é Tools I
|| New Terminal
4% Dot1X

. | = Make Supout rif
' @ New WinBox

[ Exi

IPsec Peer <nsx-t>

Local

Mame:
Address: | 195.182.194.166
Port
Address:

Profile: | nsxt-phasel

Exchange Mode: | IKE2

enabled

Passive

V| Send INITIAL_CONTACT

+| 4

+

Installed SAs  Keys

[X]

oK
Cancel
Apply
Disable
Comment

Copy

Remave

AHanoriyHo [0 HaBefeHOoro BuLe BCTaHOBITb Ha3By npodinito «nsxt-phasel» i napametpu
BiONOBIAHO HanawTyBaHHAM Ha iHwoMmy boui TyHento (NSX-T Edge):

* ynoni «Exchange Mode» — 0bepiTb 3HaueHHs IKE2;

» akTtueymnTe nosHauky My noni «Send INITIAL_CONTACT»

30epexiTb HanawTyBaHHs By3na IPSec Peer, HaTucHyBlwmn ekpaHHy kHomnky «OK».

3a gonomoroto iHTepdency komaHgHoro paaky CLI nopante Tun ineHTudikauii pre-shared-
key ons Bysna 3 Ha3BOW «nsx-t», BKaXiTb 3HaYeHHs KfoYa secret (LWo Mae cnisnagati 3i

3HauyeHHsM kntoua Pre Shared Key, BctanoBneHum Bamu Ha 6oui NSX-T Edge TyHento):

[support@CHR] >/ip ipsec identity add peer=nsx-t auth-method=pre-shared-key

secret="Test1234!"

AbBo, AKLLLO BM KOpUCTyeTech rpadivHoto yTunitoro Winbox — HaTUCHITb NO3HauKy «+» BKNaaKM

«|ldentities»:

@ support@94.131.240.109 (CHR) - WinBox (64bit) v6.46.8 on CHR (x86_64)

Session  Settings Dashboard

|| | Safe Mode | Session:| 94131240109

As Quick Set IPsec
| Interfaces Policies Proposals Groups Peers Identiies Profles Active Peers Mode Configs Installed SAs  Keys
iy Bridge
= + 1| | ¥ | | Setings
=g PP
e # Peer Auth. Method | Usemame Remote ID Mode Configuration
L& Mesh
=P P

MociBHUK KOPUCTYBaYa NOCNYro
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TyHenb IPSec VPN NSX-T Edge — MikroTik

GIGACLOUD

Y HoBomy BikHi «IPsec Identity» 3anoBHiTe 060B’'A3koBI nona dopmmn abo obepits HeobXigHI
3HaYeHHs 3 mepeniky (3HauyeHHs kova Secret mae cnienagati 3i 3HaYeHHAM Kiova Pre
Shared Key Ha iHWwoMy Boui TyHeso):

@ support@94.131.240.109 (CHR) - WinBox (64bit) v6.46.8 on CHR (x86_64) - [m] X

Session Settings Dashboard

|| | | Safe Mode | Session: 94.131.240.109

Ad Quick Set
| Interfaces Policies Proposals Groups Peers ldentities Profles Active Peers Mode Configs  Installed SAs  Keys
i, Bridge -
= |« 8 O |T|| Setings
=% PPP
2 Mesh # Peer Auth. Method ~ Usemame Remote ID Mode Configuration w |
o les 0 nsxt pre shared key i
&l P ¥
42 Routing I~ IPsec Identity <nsx-t> mE3 i
Q
Q usues Auth. Method: | pre shared key +*
] Files
| Log Secret | T _APPW
}‘é,; Teal I Policy Template Group: | default +*
B New Terminal Notrack Chain: +
s Dorix
My ID Type: | auto ¥
L+ Make Supoutrif v o
9 New WinBox Remote ID Type: |auto ¥
B Exit
Mateh By: | remote id ¥
E Windows (2 Maode Configuration: N
Generate Policy: | no +*

enabled

1item (1 selected)

30epexiTb HanalwTyBaHHS, HATUCHYBLUW eKpaHHY KHomnKy «OKb».

3a ponomoroto iHTepdeincy komaHgHoro psaky CLI nopante napameTpu nonituk:

[support@CHR] >/ip ipsec policy add peer=nsx-t tunnel=yes src-address=10.0.0.0/24 src-
port=any dst-address=192.168.0.0/24 dst-port=any protocol=all action=encrypt
level=require ipsec-protocols=esp proposal=nsxt-phase2 sa-src-address=94.131.240.109
sa-dst-address=195.182.194.166

Akwo 3amictb CLI B1 kopuctyeTech rpadivHoto ytunitoto Winbox — HaTUCHITb MO3HauKy «+»
Bknanku «Policies» i 3anosHiT nons dopmu «General» BikHa «IPsec Policy», ak HaBeneHo:

© support@94.131.240.108 (CHR) - WinBox (64bit) v6.46.8 on CHR (x86_64) = m] X
Session  Settings Dashboard
vy || (4| | SafeMode | Session: 94.131.240.109 B
& Quick Set
|## Interfaces Policies | Proposals Groups Peers Identities Profles Active Peers Mode Configs  Installed SAs  Keys
&5 Bridge = | % | T | Statistics
=% PPP
52 Mesh # Peer Tunnel |Src. Address Src. Port| Dst Address Dst. Port|Proto... |Action Level PH2 State hd
CILEs 0T =10 40 255 (a... encrypt
=P e nsxt YEE (050 Policy <10.0.0.0/24:0->192.168.0.0/24.0> [ ] encrvpt  require  established
4 Routing [3 .
ior System [3
B ucucs = T+
| Files v| Tunnel Apply
[l Log Src. Address: [100.0.0/24
. RADIUS
o Src. Port A
B New Terminal Dst Address: | 192.168.0.0/24 c
= opy
4} DotlX Dst Port -
Remove
| 2 Make Supoutrif Protocol: |255 (all) +
9 Mew WinBox
B Exit *
M| wWindows [* :
— 2items (1 selected) grobled eI
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TyHenb IPSec VPN NSX-T Edge — MikroTik

GIGACLOUD

Binkpunte dopmy «Action» BikHa «IPsec Policy», 0bepits 3HaueHHs y noni «Proposal» («nsxt-
phase2» y naHomy npuknagi) Ta HaTUCHITb ekpaHHy KHonky «OKx:

@ support@94.131.240.109 (CHR) - WinBox (64bit) v6.46.8 on CHR (x86_64)

Session  Settings

|| Q| | Safe Mode

As Quick Set

| Interfaces

EE Bridge

=g PPP

S1E Mesh

a8l 1P [3
# Routing
¢ System [
Q Queues

|| Files

1. Log

. RADIUS

}é Toaols I3
B New Terminal
1% DotlX

—

| = Make Supoutrif
& Mew WinBox

i Exit

B windows  [*

Dashboard

Session:| 94.131.240.109|

Policies | Proposals Groups Peers Identities Profles Active Peers Mode Configs Installed SAs = Keys

b | -
#

0°T
1A

¢ 8 O T

Peer

nsx-t

2 items (1 selected)

Statistics

Tunnel |Src. Address
-0

L2 Psec Policy <10.0.0.0/24:0->192 168 0.0/24-0> encrypt

General Action | Status

enabled

Action:
Level:
IPsec Protocols:

Proposal:

Src. Port| Dst Address

require

esp

40

nsxt-phase2

L ARE AR

*

Dst Port Proto... |Action Level
255 (a... encrypt
E require

OK
Cancel
Apply

Disable
Comment

Copy

Remove

Active

-
Bl

PH2 State hd

established

HactynHum kpokom HeobxigHo BigkopurysaTun HanawTysaHHs IP Firewall poytepa MikroTik.
3a ponomoroto CLI gogante npasuno, wo gossonatume Tpadik i3 poyrepom NSX-T Edge:

[support@CHR] >/ip firewall filter add chain=input action=accept protocol=udp src-
address=195.182.194.166

Takox, pomante nybniuHy IP-agpecy poytepa NSX-T Edge po nepeniky address-list sk
«allowed_other_router» (ons BnacHoi 3py4HoCTi MOxHa gogatm komeHtap ="IPsec VPN"):

[support@CHR] >/ip firewall address-list add address=195.182.194.166 comment="IPsec
VPN" list=allowed_other_router

AbBo, y posaini meHto «IP——>Firewall» ytunitn Winbox obepitb Bknaaky «Firewall Rules» i
HaTUCHITb Ha MO3HaYKy «+»:

R -

@ support@94,131.240.109 (CHR) - WinBox (64bit) v6.46.8 on CHR (x86_64)

Session
|2 >
A Quick Set
| Interfaces

;E Bridge
=4 PPP
°.f; Mesh
zssl P (3
# Routing
¢ System [
Q Queues
|| Files

‘ 1. Log
. RADIUS
}é Toaols I3
B New Terminal

| 3 Dotix

Settings
Safe Mode

—

| = Make Supoutrif
& Mew WinBox

i Exit

MociBHUK KOPUCTYBaYa NOCNYro

— O X
Dashboard
Session:| 94.131.240.109 B
Firewall E
Filter Rules | NAT Mangle Raw Service Ports Connections AddressLists Layer7 Protocols
+ (=1| | ¥ | | 0 Reset Counters || 0m Reset All Counters all ¥
# Action Chain Src. Address |Dst Address |Proto... |Sre.Port  Dst Port  |In. Interf.. |Out Inte... In. Interf.. |Out Inte... Src. Ad... |Dst Aqw
0 4 acc.. syn-attack 6 (tcp) +*
1 =t add .. syn-aftack 6 (tcp)
2 & drop  syn-attack 6 (tcp)
2 Allow echao reply
3 4 acc... chain_icmp 1 ({icm..
i Allow netunreachable
4 4 acc... chain_icmp 1 ({icm..
i Allow host unreachable
5 4 acc... chain_icmp 1 ({icm..
2 Allow host unreachable fragmentation required
3 4 acc... chain_icmp 1 ({icm..
2 Allow source quench
7 4 acc... chain_icmp 1 ({icm..
2 Allow echo request
8 4 acc... chain_icmp 1 ({icm..
o Allow time exceed +
+ +
57items
Bepcia 1.1 03_2023 15



T Edge — MikroTik

TyHenb IPSec VPN NSX:

GIGACLOUD

Y Bknagui «Firewall Rule» poparite HoBe npaBmo, BKazaBLUK:
= ynoni «Chain» 3HaueHHs «inputy»;
» ynoni«Src. Adress» nybniuHy appecy poytepa NSX-T Edge;
* ynoni «Protocol» obepits udp:

@ support@94.131.240.109 (CHR) - WinBox (64bit) v6.46.8 on CHR (x86_64) - [m] X

Session Settings Dashboard

! Safe Mode | Session: 94.131.240.109 B

A Quick Set w3

Firewall Rul

g ol ifaces General | Advanced Extra Action Stafistics
Bridge —
= B ‘e BIx]
=5 PPP - | Chain: |L| 1= Cancel
°1% Mesh or Rules [N IManaic{Ray Stc. Address: [] [195.182.194.166 | a [ Aol |
=P ¥ IEI IZI E Dst Address: - ——— |Find RET ”;‘
Isable
# Rouing M || # \Action |Chain sn __ nterf.. |Out Inte..|Src. Ad.. |Dst A(w
£ System [ || Allow VPN Psec (ESP) Protocol: [| |17 (udp) 7] a A — ]
’ a— 49 o acc : input . R - . L allowed
.. Allow Dynamic Host Configuratio) |—| opy

| Files 50 o acc.. input Dst Port - Remove n

.. Deny p2p service - Commonly u
. Log :

. Deny NetBIOS Name Service (1 In Interface: l:l =
N Tools [ 52 R drop  input Reset All Counters
New Teminal .. Deny invalid connections Out Interface: l:l hd

53 R drop  input

4 Dotlx - Deny All Input In. Interface List l:l &7

. Make Supout ri rop  input
| 4 Make Sup if 54 drop inp .
@ Newwingox || +AlowAll Output Outinteacelist| [+ =

= 55 «f acc.. output =
l Exit 13

4 acc... input 194 Packet Mark: l:l - -
. | Connection Mark: I:l - Y
57items (1 selected) Routing Mark: l:l hd

= Windows [+

L]

enabled ‘

HaTtucHitb ekpaHHy kHonKy «OKb».

Y Bknagui «Address Lists» HaTUCHITL No3Hauky «+» i gogante nybniuHy IP-agpecy poytepa
NSX-T Edge po 6noky «allowed_other_router»:

@ support@94.131.240.109 (CHR) - WinBox (64bit) v6.46.8 on CHR (x86_64) - [m] X

Session Settings Dashboard

Safe Mode | Session:|94.131.240.109 [ |

B A& Quick Set
[ Interfaces

LT
Bridge
CIo B O]
=2 PPP .
°E Mesh Filter Rules NAT Mangle Raw Service Ports Connections Address Lists | Layer7 Protocols
es
P | =] )l [Frd__J[a0 £
ﬂ Routing I~ |Name / |Address aCC owed_o 0 ] pas |v
42k system [3 @ allowed d.. 1234 NEWCHl allowed_other_router |i| 0K
= IPsec VPN|BGP | OSPF etc

& Queves ® allowed_ot.. 1234 Address: [195.182.194.166 | [ cancel |
£ Files = Timeout l—l hd Appl

|| Log @ allowed_ot.. 195.182.194.166 PPy

2 Allow Al Creation Time: | Mar/14/2023 07:14:34 |

L rapius @ allowed_to.. 0.0.0.0/0
ﬁ Tools [3 . for monitoring system (SNMP protocol
New Terminal @ monitoring  1.2.3.4

= @ nets_for_nat 10.0.0.0/24
it Dotlx & rfc1918 10.0.0.0/8

|_:¢, Make Supoutrif @ rfe1918 172.16.00/12
ﬁ New WinBox & rfc1918 192.168.0.0/16

|enab|ed
B Exit

HaTucHiTb ekpaHHy kHonky «OK» onsa 30epexxeHHs HanalTyBaHb.
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TyHenb IPSec VPN NSX-T Edge — MikroTik

GIGACLOUD

[lepesipka npauyespnatHocTi TyHento IPSec VPN

Mepecsiguitbcs, Wo y Bknagui «Active Peers» posginy meHto «IP——>IPsec» ytunitn Winbox
CTaH akTUBHOCTI By3/1iB BigobpaxkeHo 3i ctaHoM «established» nogibHo HaBegeHoMy Huxkye:

-

@ support@94.131.240.109 (CHR) - WinBox (64bit) v6.46.8 on CHR (x86_64) - O X
Session Settings Dashboard
||| e | Safe Mode | Session: 94.131.240.109 B
A5 Quick Set
| Interfaces Policies Proposals Groups Peers Identities Profles Active Peers | Mode Configs  Installed SAs  Keys
i, Bridge - B
= || Kill Connections
=% PPP
2 Mesh 1D State Local Address Remote Address  |Dynamic Address |Side Uptime PH2 Total | Tx Bytes hd
g 195.182.194.166 established 172.25.0.25 195.182.194.166  0.0.0.0 responder 00:09:36 1 0
255 IP
= P IPsec Remote Peer <195.182.194.166> mE3
42 Routing [3 5
5 System I ID: | 195.182.194. 166

Q Queues Local Address: |172.25.0.25
=7 Files Local Port: |4500
Kill Connections
Log

Remote Address: | 195.182.194.166

. rRADIUS
z Remote Port | 28929
% Tools [3
B New Terminal Dynamic Address: | 0.0.0.0
| s Dotix

Side: [responder
| = Make Supout rif

| = Uptime: | 00:09:36
u New WinBox pime
E Exit LastSeen: 00:00:36
PH2 Total: |1
= windows [+
Tx/Rx Bytes: |0 /|0
Tx/Rx Packets: |0 1|0
* »
1 item (1 selected) State: established

Mepecsigyitbes, wo y Bknagui «Policies» poaginy «|IP——>IPsec» ctan ¢pasn 3'egHanHs PH2 State
BiZobpakeHo noaibHo HaBegeHOMy HuxuYe, TOOTO TyHess IPsec VPN ctBopeHo ycniwHo:

© support@94.131.240.108 (CHR) - WinBox (64bit) v6.46.8 on CHR (x86_64) = m] X
Session  Settings Dashboard

{ 2|/ o« | safeMode | Session: 94.131240.109 ]

& Quick Set
|
| |## Interfaces Policies | Proposals Groups Peers Identities Profles Active Peers Mode Configs  Installed SAs  Keys
(I &% Bridge = | % | T | Statistics
| =E PPP
| B Mesh # Peer Tunnel |Src. Address Src. Port Dst Address Dst Port Proto... |Action Level PH2 State hd
| gl 0T =10 0 255 (a... encrypt

25 P (2 1A nsx-t yes 1000024 192 168.0.0/24 255 (3. encrypt require  established

42 Routing [3

IPsec Policy <10.0.0.0/24:0->192.168.0.0/24:0>

ior System [3

Q Queues General Action Staius

| Files PH2 Count: |1

Log "
bk PH2 State: | established Apply
L rADIUS
Z SA Src. Address: (172.25.0.25 X
Mo
SA Dst Address: | 195.182.194.166

B New Terminal

4} DotlX

| < Make Supout rif

@ NewWinBox

B Exit

= windows |

enabled Active

Ha 3aBeplleHHs, nepeBipTe MepexeBy 3B'A3HICTb MixX gBoma BM (wo 3HaxopaTtbca y
JIOKaNbHUX MPUBATHUX Mepexax «3a poyTepaMmn» NPOoeKTIB Yy Pi3HUX XMapax), TOBTO B3aEMHY
LocTynHicTb BM 3a ix npuBatHUMK («cipumny) IP agpecamn — Hanpuknag, KOMaHgow ping.

Lle nigTBEepaunTbL Npaue3paTtHicTb cTBOopeHoro BaMu TyHento IPSec VPN, wo noegHye nokanbHi
MepeXi NPoeKTiB y pi3HMX xmMapax npoeangepa GigaCloud.
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