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PosroptaHHa vCloud Availability Appliance on-premises GIGACLOUD

TepMiHM Ta BU3HaYeHHA

My6bniuHa xmapHa Mogenb HafaHHA AOCTyny A0 PO3MNOAINeHOro nyay ob4yMcntoBasibHUX

iHppacTpyKTypa pecypciB i cucTtem 36epiraHHA [AaHMX Ha YymoBax opeHau abo

(1aas) pe3epBYBaHHA, 3 MOMJAMBICTIO THYYKOi 3MiHM  KoHQirypauii Ta
MaclTabyBaHHA (3a 3anuTom). B 1aaS KnieHTy Hapaetbes goctyn Ao Beb-
iHTepdency kepysaHHa vCloud Director.

DRaa$ (Disaster Mocnayra penaikayii BM ans niaTpMmKn miHimanbHUX po36iXKHOCTEN MiX
Recovery as a CTaHOM BipTya/sbHOI MALWMHW Ta IT CMHXPOHI30BAHOI pennikn-konii y xmapi
Service) nposaiaepa. Y pasi iHumaeHTy (Kpaxy gaHux abo HenpauesgatHocTi BM

yepes KibepaTaku, Buxody 3 Jsaay ¢isnyHoro obnagHaHHA) penJika
3aMnyCKaEeTbCA Y AKOCTi poboyoi BM, a BTpaTa HOBUX HECMHXPOHI30BaHUX
AaHuX byae MiHiManbHOLO.

vCloud Availability PiweHnHa DRaaS gna creky cepsicie VMware, npusHaveHe 3abe3sneyntu
(vCav) uinopoboso 6e3BiamMoBHY pPobOTYy KpUTMUHMX bi3Hec-cepsiciB vy
BipTyanizoBaHux iHppacTpykTypax KnieHTa (pexxum 24/7), a came:
*  mirpauii BipTyanbHMx mawwuH (BM) i3 npuBatHoi xmapu VMware
A0 nybniyHOT Xxmapu nposangepa (Ta y 3BOPOTHOMY HaMpPAMKY)
ab0 MiX pisHMMM Xmapamu npoBainaepa;
*  penniKauii po3ropHytTMx BM Ta nepiogM4HOi CUHXPOHI3aL,ii CTaHy
KOnMili 3 opuUriHanom;
= BigHOBNEHHA cTaHy BM nicna asapii, 3anyck pennik Ha
pe3epBHOMY MalAaHUYNKY B XMapi NnpoBaraepa.

Xmapa nposaiigepa

BipryanisosaHa (VMware) snacHa
iHppacTpykTypa Knienta (on-premises)

MpoayKTHeHi BM Penniku

VM M VM VM M VM

vCAv

VM VM VM VM VM VM

KopucTyBaHHA nocnyroto BiadbyBaeTbea (3an€KHO Big KOHirypauii):

* yepe3s Beb6-noptan vCloud Availability (akwo KnieHTom
BCTAaHOB/NEHO A03BiN 30BHILLUHbOIO YNPaBAiHHA 3aBAAHHAMM);

* 33 gonomoroto plugin o KoHconi vCenter Server y npuBaTHin
XMmapi (3 goctynom aamiHictTpatopa KnieHTa oo Beb-iHTepdeicy
vSphere Client);

= 33 pgonomoroto plugin go Be6G-iHTepdeicy vCloud Director y
nybnivHin xmapi 3a mogennto laas.
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PosropTaHHsa vCloud Availability Appliance on-premises

GIGACLOUD

[Mpu3HadeHHs vCav Appliance on-premises B apxiTekTypi piwueHHs DRaaS

PiweHHs DRaaS komnaHii VMware (vCloud Availability, vCav) nepenbavyae otpumaHHs KnieHTom
nocnyru nposaiaepa GigaCloud, 3amoBneHoi 3a cTaHAAPTHOK NpoLEAYPOIo (LWIAXOM 3BEPHEHHS
KnieHTa 40 CBOro KOHTAaKTHOro MeHeaxKepa abo Cny*Kbu TeXHIYHOT NiATPMMKM NpoBangepa).

[na pob6oTn vCav, HeobxigHO 3abe3neunTu:

HaABHiCTb A0oCTyny KnieHTa 40 3ape3epBOBaHOro Nyy pecypciB BU3HAYeHOro 06’emy (To670,
OoTpUMaHHsA 0b6ikoBOro 3anucy Ana cBoei pesepsBHoi OpraHisauii y nybnivHiit xmapi E-Cloud);
opeHay KnieHtom niueHsin vCloud Availability — 3a kinbkictio BM, wo nignaratotb
aBapiltHomy 3axucTy (pennikauii);

PO3ropTaHHA Y BNacHii (on-premises) BipTyanisoBaHin iHPpacTpyKTypi KNiEHTa KOMNOHEHTY
vCloud Availability Appliance, npusHaueHoro gna ynpasaiHHA npouecamu penaikauii
NPoAYKTUBHUX BM yepes 3axuwweHUi TyHeNb A0 XMapu npoBaigepa — Ha 6asi okpemoi
BM (VCDA On-prem Replicator):

S

VCDA
On-Premise VCDA VCDA VCDA
Replicator Manager Tunnel Replicator
— VSphere
( D - AR — VMware Cloud Director ~
| vCenter Server ‘ . P S
| <
= O e NFS
) L o & NSK j Cell | Server | [VCD DB
| ESXi | | ESXi ‘ | ESXi ‘ i VvCDLB T Y N 4
X J 5 J ' ~—— VSphere
| ) 17
4 vCenter Server ‘
| ESXI | | ESXI | | ESXIi ‘ i
S £

vCav Appliance (y Burnaai okpemoro vApp i3 oaHieto BM) mae ogHOYACHO TpU poni:

MOCIBHMK KOpUCTYBaYa NOCAYro

Replication Engine (kepyloua BM BUKOHYE npoueaypu pennikauii npoaykTmsHux BM);
Tunnel Node ana BipTyanbHOro noeaHaHHA yepes IHTepHeT vCenter Server y KAiEHTCbKIM
iHppacTpyKTypi on-prem i3 cepenosuuiem vCloud Director y xmapi nposaligepa;

User Interface (Ul), wo 6yae aoaaHo Ak naariH (plugin) VMware Cloud Director Availability
A0 cepegosuia vCenter on-prem (nicna 3aBepLlUeHHA HanawTyBaHHA KOHOirypauii BM).
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[MigrotoBKka A0 po3ropTaHHA vCav Appliance y BnacHin IT-iHppacTpyKTypi
KomnoHeHT vCav Appliance posroptaetbca y KoHconi vCenter Server ak HoBa BM i3
cneujanisoBaHoro wabnoHy OVF (daliny ofHiei 3 aKTya/lbHUX BEPCii, WO B)KE 3aBaHTAXKEHO Ha
pobounit Komn’'totep agmiHictpatopa KnieHTa 3 pecypcie VMware (notpibHa peectpauis) abo
oTpuMaHo Big Cny:Kbu TexHiYHOI niaTpMMKKM nposaiaepa GigaCloud). Y posrnaHyTomy HuKue
NPaKTMYHOMY MpPUKAAAI BUKOpUCTOBYETbCA dann VMware-vCloud-Availability-OnPrem-3.5.2.4535-
16421099 _OVF10.ova.

Mepen noyaTkom posropTaHHA vCav Appliance, 3abe3neyte BUKOHaHHS NOCNIAOBHOCTI AilA:
= O3HaliomTecb 3 AOKYyMeHTauielo VMware 3 onuMcom npuHUMNiB nobyaoBu Ta B3aemoii
KOMMOHEHTIB piweHHA vCav (BianoBiaHo Ao obpaHoi Bamu Bepcii, Big 3.5 fo 4.2);
= BigKpuihTe poctyn 4epes IHTepHeTr 3a HTTPS po xmapu nposangepa GigaCloud
(Kopuctytoumch iHpopmalLieo 3 OTPMMAHOroO BaMM NUCTA) Ta NepecBigviTbCA B HAaABHOCTI
BHYTPILIHIX B3aEMHWX AOO0CTYMNiB AN8 KOMMOHEHTIB on-prem iHGpacTpyKTypu (nepenik
NPOTOKONIB i BiANOBiAHMX NOPTiB HaBeAEHO Ha 306parKeHHi HUXKue);

ESXI hosts (5.5 U3+) (vCAV Plugin —6.5U2 +)

1
1
1
— — 1
: Platform = —tenant |
| —— Replication traffic Services =] pdmin !
I —— Management traffic Controller L&=22 ssoe |
1
: —— Administration traffic 443/TCP :
1 1
: 443/TC, 1 443/Tcp
1 44046/TCP 1
> I
1 »
— Y T >
1
I [ ]| IS E—
! vCloud &== BEBE /P :
1 R -
1 Availability :
: vsphere 902/TCRUDP Appliance !
1 Repllzagt::‘r; (NFC service) 80/TCP :
1 jm— A —— = 443/TCP .
: ! : |
. | =—1 vCenter :
: | ! Server (5.5 U3+) |
1 1 000 *000 o000 1 0000 1
1 1 1
1
| L ! 1
1

e e e e e e e e e e e e e e et e e e, e, e e e e — ===
= 0bepiTb im’A Ta cTaTUUHY IP-aapecy ana HoBoi BM y n0KanbHilA MepeXKi Ta CTBOPITb BiANOBiAHI
DNS-3aI'IVICVI, £, DNS Manager
File Action View Help
KOPUCTYIOUNUCD 4w = o K[ = HEm| 3 00
2 DNS ame pe a imestam
DNS Manager v 3 WIN-PN8714D3704 ‘-N]_msdcs e o8 g

v __ Forward Lookup Zones j sites
_msdcs.demolocal :_kp

Ha poboyomy
, . v . demolocal B ud
Komn’totepi 3 1 s .

Active Domain | e s

1 _udp

Host (A)

HTH ) {same as parent folder) Start of Autherity (SOA) [50], win-pn8Tidd37oddem.. static
aAM IHI CTp aTo pa ) E:::gf:;:::? E:Il[same as parent folder) Name Server (NSy) win-pn87i4d37oddemoloc..  static
~ | Reverse Lookup Zones nad Host (A) 10002 static
vCenter Server. ) oo iadivare: |Ideoe Host () 10006 static
3 Trust Points Flesx-on Host (A) 10003 static
Conditional Forwarders nvcav-onprem Host (A} 10005 static
Flvcenter Host (A) 10004 static
ﬂwin-pn87i4d37od Host (A) 10002 static

ﬂ[&dn\e as parent folder) Host (A) 10002 9/17/2021 6:00:00 PM
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Po3ropTaHHA Ta HanawTyBaHHA KOHGirypauii BM VCDA On-prem Replicator

BukoHaliTe BXig 00 KOHconi KepyBaHHA vCenter Server (Beb-iHTepdelic vSphere Client), o6epitb
noTpibHMI pecypc (BipTyanbHUI daTaueHTp, Knactep i XocT) AnAa posropTaHHAa vCav Appliance,
nepenaite o posainy meHio «Deploy OVF Template»:

D Actions - esgfOl.demo.local

vm vSphere Client Menu W ‘Q Search l":"\ v Administrator@VSPHERE.LOCAL
fj-h New Viglial Machine...
+
g8 @ 0 esx-Ol.demo.local DEplsy OUF Teusi.
v ﬂ veenter.demo.local Summary Monitor Configure d pstores Networks Updates
+
v [ Demo Datacenter 5%
“ Demo Cluster Virtual Machines VM Template
Import VMs
B esx-Ol.demo.local
% demo-test Maintenance Mode > me A
{3 veav-onprem.demo.local Name v ProvisionedSpace v  UsedSpace “  Host CPU
» : Connection >
£ veenter.demo.local £B demo-test | 81.08 GB 3.26GB 25 MHz
£ veav-onprem.demo.local Power gl |] 14.08 GB 5.98 GB 311 MHz
Eﬁ veenter.demo.local Certificates > I 446.07 GB 5116 GB 104 GHz
ﬁ vCLS (2) | 271GB 220.01MB OHz
Storage >
@ Add Networking..
Host Profiles >
Export System Logs...
G5 Assign License..
Settings E—; Export Fitems
Move To.. ~
Recent Tasks Alarms R

Ob6epitb no3Hauky «Local file» i yuepes 3acTocyHoK «[poBigHUK» pobOYOro Komn'toTepa No3HayTe
daiin wabnoHy OVF noTpibHOI Bam Bepcii, 3aBaHTaXKeHU 3a34a0€eriab:

@ Open
4 ¥ > ThisPC > Downloads >

Organize = New folder

Deploy OVF Template Select an OVF ten  wmower  +~ e

& Downloads  # download
Select an OVF template fromrn ., - Cant35-84.2105-486_64-boot

Enter a URL to download and i = faues % &b Chwomesetup
1 Select an OVF template I download
B This PC 1

from your computer, such as a B Firefox installer
o P 3D Objects # puty-64bit-0.76-installer

URL B Doskiop rir-bundle-1 2ab088-05da-ADfa-Scee-e7b33edab1 7-2021-08-22_08-1..

% Documents Unconfirmed 617314.crdownload
1ttp | https:/remoteserve] | % Downlosds VewarmBackupdReplication_110.0.837_20210525
_ B Music VMware-vCloud-Availabiity- OnPrem-3.5.2.4535-16421099_OVF10.0va

v o<

® Local file File: name: |VMuare-vCloud-Availability-OnPremn-1.5.2.4535-16421099_OVF 10.ove v‘ All Files

UPLOAD FILES No files selected

& Select a template to deploy. Use multiple selection to select all the files associated with an OVF template (.ovf,
vmdk, etc.)

Open

CANCEL NEXT
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PosropraHHa vCloud Availability Appliance on-premises GIGACLOUD

BuKoHaliTe nocnigoBHicTb Ain ana po3roptaHHa vCav Appliance: npu3Haute gna BM im’sa Ta micue
pO3TalyBaHHA (BipTyasibHUI AATALEHTP), HATUCHITb eKPaHHY KHOMKY «Next»:

Deploy OVF Template Select a name and folder %
Specify a unique name and target location

| 1 Select an OVF template Virtual machine name: vcav-test

2 Select a name and folder
Select a location for the virtual machine.

~ G veenter demo.local

hd Bi Demo Datacenter

> [ Discovered virtual machine

> [JvcLs

CANCEL ‘ BACK NEXT

Ob6epiTb BipTyanbHWUIA «XOCT» ANA PO3ropTaHHA, NepPecBiaviTbCcA B 3yMiCHOCTI BUMOr 40 NapameTpiB:

Deploy OVF Template Select a compute resource X

Select the destination compute resource for this operation

1 Select an OVF template v [[A Demo Datacenter
g Demo Cluster

2 Select a name and folder B esx-O1.demo.local _
3 Select a compute resource

Compatibility

‘ v Compatibility checks succeeded.

CANCEL

MocnigoBHO HaTUCKatouKM «Next», nepernsaHbTe napameTpy BM i npuidimitb niueHsiiHy yroay:

Deploy OVF Template License agreements =

The end-user license agreement must be accepted
1 Select an OVF template Read and accept the terms for the license agreement
2 Select a name and folder VMWARE END USER LICENSE AGREEMENT
PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT S GOVERN YOUR USE OF THE
3 Select a compute resource SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY APPEAR DURIN INSTALLATION OF THE SOFTWARE.
IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLIN USING THE SOFTWARE, YOU (THE INDIVIDUAL
4 Review details OR LEGAL ENTITY) AGREE TO BE BOUND BY THE TERMS, HIS END USER LICENSE AGREEMENT ("EULA"). IF YOU
DO NOT AGREE TC THE TERMS OF THIS EULA, YO ST NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE,
AND YOU MUST DELETE OR RETURN THE L D SOFTWARE TO THE VENDOR FRCOM WHICH YOU ACQUIRED IT
WITHIN THIRTY (30) DAYS AND REQ A REFUND OF THE LICENSE FEE, IF ANY, THAT YOU PAID FOR THE
SOFTWARE.

EVALUATION LICENSE. If are licensing the Software for evaluation purposes, Your use of the Software is only

permitted in a nonggMduction envirenment and for the period limited by the License Key. Notwithstanding any other

| accept all license agreements.

CANCEL | BACK NEXT
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Ob6epiTtb TMN BipTyanbHoro cxosuia «Thin Provision»:

Deploy OVF Template Select storage X

Select the storage for the configuration and disk files

1 Select an OVF template () Encrypt this virtual machine (Requires Key Management Server)
Select virtual disk format: Thick Provision Lazy Zeroed
2 Select a name and folder 4
VM Storage Policy: [ Datastore Default ~ ]
3 Select a compute resource Name Capacity Provisioned Free Type c
8 esx-01 38375 GB 546.25 GB 320.83 GB VMFS 6 I

4 Review details

5 License agreements

6 Select storage Compatibility

v/ Compatibility checks succeeded.

CANCEL BACK NEXT

MepecBiaviTbca B 3yMiCHOCTI NapamMeTpiB, HATUCHITb eKpaHHY KHOMKY «Next» Ta 06epiTb 3 nepeniky
HeobxigHy Mepesy, HaTUCHITb «Next».

BuKoHaliTe nepcoHanizauito wabnoHy BM — nepegaiite A0 HbOro CTBOPEHWUI BamMu MOYaTKOBUI
naponb, 403B0OAbTE AocTyn Ao BM 3a SSH, BKaxKiTb agpecu cepsepiB CMHXPOHi3aLii 4acy NTP:

Deploy OVF Template Customize template X

Customize the deployment properties of this software solution

1 Select an OVF template
v Application 3 settings

2 Select a name and folder Root password Password for root. Single and double quotes are notgfflowed

Password ~ ssessees @
3 Select a compute resource

4 Review detalls Confirm Password ~ sseeeees @
5 License agreements
Enable SSH Enable SSH
v
6 Select storage @
NTP Server NTP Servers togfSe. Multiple servers should be space-separated
7 Select networks
10.0.0.2
8 Customize template
Networking Properties 6 settings

Default Gateway The default gateway address for this VM. Leave blank if DHCP is

CANCEL \ BACK NEXT

BKaKiTb HEODXiAHI 3HAYEHHSA AnA pewTh nonis (AomeHHe im’a BM i mepexkeBy aapecy, MacKy Ta iH.):

Deploy OVF Template Customize template x
~ Networking Properties
1 Select an OVF template
2 Default Gateway he default gateway address for this VM. Leave blank if DHCP is

desired.

2 Select a name and folder
10.0.0.1

3 Select a compute resource

Domain Name The domain name of this VM. Leave blank if DHCP is desired
4 Review details veav-onprem-test
5 License agreements Domain Search Path The domain search path (comma or space separated domain nagyfs)

for this WM. Leave blank if DHCP is desired.

5 feer
6 Select storage demeJocal

7 Select networks Domain Name Servers The domain name server IP Addresses for thisgf (comma

8 Customize template
1

). Leave blank If DHCP is desireg)

VM Network IP Address The IP address for this integlice. Leave blank if DHCP is desired.
10.0.0.7

VM Network Netmask The netmask or prefix for this interface. Leave blank if DHCP is
desired,

258.255.955.0
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Ha 3aBeplueHHA, nepernaHbTe NiACYMOK i3 nepesiikom napameTpis:

Deploy OVF Template

1 Select an OVF template

Select a name and folder

Select a compute resource

Review details

5 License agreements

Select storage

Select networks

Customize template

AKLLO NapameTpu He NoTPebyoTb KOPEryBaHHSA, HAaTUCHITb eKpaHHY KHOMKY «Finish»

Ready to complete
Name vCloud-availability-OnPrem-Test

Template name VMware-vCloud-Availability-OnPrem-3.5.2.4535-16421099_OVFI0

Download size 406.8 MB

size on disk 10.0 GB

Folder Demo Datacenter

Resource esx-0l.demo.local

Starage mapping 1

Al disks Datastore: esx-01; Format: Thick provision lazy zeroed

Netwark mapping 1

WM Netwark VM Network

IP allocation settings

1P protacal Py4

P allocation

Static - Manual

Praperties e SSH = True

Domain
Domain Name
VM Netwark IP Address = 10.0.0.7

CANCEL

BACK FINISH

KopucTtytounch naHennto KepysaHHa vSphere Client, nepecsiayitbca y 3aBepLUeHHi cTBopeHHA BM:

vm  vSphere Client

B @2 8 @

0 esx-Ol.demo.local

ACTIONS Vv

v [ vcenter.demollocal Summary Monitor Cenfigure Permissions VMs Datastores Networks Updates
v [ bemo Datacenter
3 demo-test Fllter A
3 veav-onprem.demo.local Name 1 v State v Status v Provisioned Spie v  UsedSpace v HostCPU v HostMem
3 veav-test 3 demo-test Powered On V' Normal 410896 3.25GB 51MHz 594 MB
3 veenter.demo.local {3 veav-onprem.deme.local Powered On + Normal @os cB 6.02GB 31 MHz 219 6B
1 veav-test Powered Off v Normsf 1568 1068 OHz 0B
(% vcenterdemo.local Powersd On flormal 446.07 GB 54.46 GB 15 GHz 11.24 GB
1 veLs () Powered Off v Normal 2N1GB 22001MB OHz 0B
(3 Export S items
Recent Tasks Alarms ¥
Task Name v | Target 4 v Status v Details v Initiator ¥ Queued For v Start Time v Completion Time v Server v
Import OVF package [ esx-01demolo ] 20% © vsphere.local\Admin 206 ms ;D’;Im:zozx saes veenterdemolocal
10/18/2021, 5:34:19
Deploy OWF template vcav-test | 45% @ Executing prechecks VSPHERE.LOCALWP... Fims weenterdemo.local

PM

BBiMKHiITb BM Ta nepenaitb 40 i KOHCONI KOMaHAHOTO PAAKY:

Menu W

vm  vSphere Client

g @ & vcav-test

v (] veenter.demo.local Summary

~ [} Demo Datacenter
v Demo Cluster
[ esx-oldemo.local
%3 demo-test

ﬁ vcav-onprem.demo.local Powered Off

|l vcav-test

E'.‘ vcenter.demo.local

Monitor

b w H © ACTIONS Vv
Configurs Permissions Datastores Networks Snapshots Updates
Guest OS: Other 3.x or later Linux (64-bit) CPU USAGE
Compatibility: ESXi 5.5 and later (VM version 10) D

0 Hz
MEMORY USAGE

OB

@ STORAGE USAGE

VMware Tools:  Not running, version:11296 (Current)

MORE INFO

fans ]

DNS Name:
IP Addresses:

Host esx-0l.demo.local

10 GB
A

LAUNCH REMOTE CONSOLE ® =

VM Hardware

MOCIBHMK KOpUCTYBaYa NOCAYro

~ Notes ~
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MepecBiaviTbes, wWo BM oTpumana Beb-iHTepdeiic KopuctyBaya BignoBigHoO A0 NnepeaaHoi Bamu nig
yac posropTtaHHsa IP-aapecu (Hanpuknag, https://10.0.0.7/ui/admin):

vecav-test Enforce US neyboard Layout § View Fullscreen § Send Ctrl+Alt+Delete

UMuware vCloud Availability - 3.5.2.4535 Build 16421039
Deployment type: on_prem

To manage this UM point your brouser to https:~/10.0.0.7-uisadmin

Use frrow Keys to navigate
Set Timezone (Current:UTC) and <ENTER> to select your choice.

[ns noaanblumx HanawTyBaHb Yepes Beb-iHTepdeiic BM, nepeiaitb 3a BigobpakeHoto suue https-
aApecor (KopUCTyoUnUCh BaliMm bpaysepom).

MOCIBHMK KOpUCTYBaYa NOCAYro Bepcia 1.14 2021 10
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[MoyaTkoBe HanawTyBaHHA cepsiciB VCDA On-prem Replicator
KopucTtytounce 6paysepom, nepenaits 3a https-agpecoto po3ropHyToi paHiwe BM.

BeeaiTb AaHi obnikoBoro 3anucy (noriH root i nepegaHuii Bamu Ao wWabnoHy BM nouyaTKoswmit
Naposb), HATUCHITb EKPaHHY KHOMKY «Login»:

VMware Cloud Director
Availability ™

Appliance login

3MiHiTb MOYaTKOBWUI NapPOb Ha HOBMI (3aHOTYBaBLUM MOTrO A/ NO4a/IbLLOrO BUKOPUCTAHHA):

vCloud Availability Appliance Password

A The appliance root password has expired. You must change it before you

can start using the service.

Enter the current and the new passwords for the vCloud Availability
Appliance

Current Password *

New Password €9 *

Confirm Password *

CANCEL APPLY

Kopuctytounce rpadiyHmum Beb-iHTepdericom, BUKOHalTe HanawTysaHHA VCDA On-prem Replicator:

vCloud Availability
* Replicator

@ Getting Started

C) VMware vCloud® Availability ™
¥ Configuration

About
e ou To use SSO authentication, you.mast configure Lookup Service endpoint.

e Run initial setup wizard

If needed, you can first configure the network.

+« Configure network

For help, see vCloud Availability Documentation.
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BcTaHoBiTb NapameTpun Lookup Service, sk HaBeAeHO Ha 306parKeHHi y NpMKNagi (3 ypaxyBaHHAM
AOMEHHOrO imeHi Baworo vCenter Server) i HaTUCHITb KpPaHHY KHOMNKy «Next»;

Initial Setup Lookup Service Details X

Enter the connection details for the Lookup service.
1 Lookup Service

Lookup Service Address * https://vcenter.demo.local:443/lookupservice/sdk
S5O Admin Username * administrator@vsphere.local

Password *  sssssessss @

CANCEL NEXT

ﬁ YBara! B 3aneKHocTi Big Bepcii wabnoHy OVF (HayacTiwe, Bepcii 3.5) MOX/MBE OTPMMAHHSA
ana BM HeKOpPEeKTHOro mno4vyaTKkoBoro 3HaueHHA IP-agpecu nameserver y daini
/etc/resolv.conf, wo npn3BoaAnTbL 40 NOBIAOMAEHHA NPO NOMUIKY OTPUMaHHA cepTudikaty SSL:

Initial Setup Lookup Service Details X
@ Could not find SSL/X509 certificate from 'https://vcenter.demo.local:443/lookupservice/sdk e
1 Lookup Service

Enter the connection details for the Lookup service.

Lookup Service Address https://vcenter.demo.local:443/lookupservice/sdk

Y ubomy BMMaAKy, Nigkaoditeca Ao BM 3a SSH, nepesipte Ta Biakopuryite dainn [etc/resolv.conf
(HalMKpawe, 3a pgonomoroto peaaktopa VI, [#w000r wry - o x
NMPUCYTHLOFO Yy MOYATKOBOMY AUCTPUOYTUMBI
Photon OS paHoi BM). 3HaueHHAa IP-agpecu
nameserver BCTaHOBITb BiANOBIAHO A0 agpecu
cepBepa AD, 36epexiTb ¢alin Ta nepesipTe 3a
OOMOMOro  yTUAITH ping  [OCTYMHICTb
KoHTponepa AD Ta vCenter Server (sk 3a IP-
agpecoto, Tak i 3a LOMEHHMMM iIMeHaMM):

login as: root

Pre-authentication banner message from server:

| Welcome to VMware vCloud Availability

End of banner message from server
root@10.0.0.7's password:

Last login: Mon Oct 18 15:18:55 2021 from 10.0.0.2
root@vcav-test [ ~ ]# vi fetc/resolv.conf
root@vcav-test [ ~ ]# ping ad

PING ad.demo.local (10.0.0.2) 56(84) bytes of data.
64 bytes from WIN-PN8714D3704.demo.local (10.0.0.2): icmp_seq=1 ttl=128 time=0.4 87 ms
64 bytes from WIN-PN8714D3704.demo.local (10.0.0.2): icmp_seq=2 ttl=128 time=0.9 10 ms
64 bytes from WIN-PN8714D3704.demo.local (10.0.0.2): icmp_seq=3 ttl=128 time=0.8 04 ms
--- ad.demo.local ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 5ms

rtt min/avg/max/mdev = 0.487/0.733/0.910/0.182 ms

root@vcav-test [ ~ 1#

Takox, 3a gonomoroto nslookup nepesipte KopeKTHiCTb poboTM DNS woa0 onpaLtoBaHHA iIMEH.
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Micna BiaHOBNEHHSAI KOPEKTHOT PoH6OTN Nameserver BU OTPMMAETE NOBIAOMIEHHA WOA0 NPono3nuii
NPUNHATTA cepTudikaTy, NiATBEPAITb Le HAaTUCKAaHHAM eKpaHHOI KHonMKu «ACCEPT»:

N Do you trust the server certificate?

Certificate

Sep 10, 2021 - Sep 11, 2023
Issued To

Common Name (CN)
vcenter.demo.local
Organization (O)

Organization Unit (OU)

Issued By

Common Name (CN)

CA

Organization (O)
vcenter.demo.local
Organization Unit (OU)
VMware Engineering
Fingerprints
SHA-256:34:39:DC:A2:5D:40:62:FF:F2:D0:C8:70:CC:87:C4:18:A6:C2:08:8C: g .BE:
S8:EB:AF:2A:2A:FC:89:33:D8:4C

REJECT ACCEPT
CANCEL

HaTuCHiITb ekpaHHy KHOMKy «Next», 3aBepLiTb NOCNIAOBHICTb AiA 3 NOYAaTKOBOrOo HaNAWTYBAHHA
niakntodeHHsa VCDA On-prem Replicator go vCenter Server:

Initial Setup Site Details =

. Enter a name that will identify your vSphere site to the cloud provider,
1 Lookup Service

Site name * demo-test

2 Site Details

Description
wvcav-test demo.local

c) Provide cloud pairing details later

CANCEL BACK NEXT

BuKoHaiiTe nigkntoveHHa VCDA On-prem Replicator go xmapHoro nyny pecypcis nposaiigepa:

New Pairing Cloud Details x
. . Enter vCloud Availability Cloud Site detalls.
1 Site Details
) Public APl Endpoint * https:#/vcav-bm2.gigacloud.ua/
2 Lookup Service
- -
3 Cloud Details Organization Admin migration@demo
Organization Password *  sssssssssssseass @

(:) Allow Access from Cloud

@ Privileged vCloud Director users are allowed to remotely browse the VMs on this site and
configure them for replication.

CANCEL BACK NEXT

/\ Yeara! AKTuBauia ekpaHHOro nepemukava «Allow Access from Cloud» po3sonse
L 30BHILWHIN gocTyn go Beb6-noptany vCav, 3 MeTOl0 CTBOPEHHA 3aBAaHb penaiKauii BM.
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GIGACLOUD

[ani, BM OTPUMAETE HACTYMHE MNOBIAOMMEHHS WOA0 nponosnuii NpPUUHATTA cepTudikaTy,
nNiaTBEPAITh Lie HATUCKAHHAM eKpaHHOi KHoNKK «ACCEPT»:

N Do you trust the server certificate?

Certificate

Jan 19, 2021 - Feb 15, 2022

Issued To

Common Name (CN)

vcav-bm2.gigacloud.ua

Organization (O)

Organization Unit (OU)

Issued By

Common Name (CN)

Sectigo RSA Domain Validation Secure Server CA
Organization (O)

Sectigo Limited

QOrganization Unit (QU)

Fingerprints
SHA-256:A5:E8:AC:ACIFA!ID:34:99:5F:D2:8D:35:A5:F1:68:08:30:95:CB:81:28:94:7
5:23:D5:CC:DB:26:BE:17:02:13

REJECT ACCEPT

3aBepuWwitb NOCAIAOBHICTL AiA 3 HanawTyBaHHA nigkatoyeHHA VCDA On-prem Replicator go
iHbpacTpyKTypm KnieHTa Ta xmapu npoBanaepa:

New Pairing

1 Site Details
2 Lookup Service
3 Cloud Details

4 Ready To Complete

HaTucHiTb eKpaHHy KHONKyY «Finish».

Ready To Complete %
Site Name demo-test-onprem

Site Description vCav demo-test-onprem

Lookup Service Address https://vcenter.demo.local-443/lookupservice/sdk

SSO Admin Username administrator@vsphere.local

Public API Endpoint https:/veav-bm2.gigacloud.ua/

Organization Admin migration@demo

Allow Access from Cloud Yes

@ After you finish the pair/repair setup, you will be able to configure datacenter to cloud replications

To enable cloud to datacenter replications, you must specify local placement settings

@ cdit / configure local placement now

CANCEL ‘ BACK | FINISH
>
Ll

BukoHaliTe HanawTyBaHHA KOHirypauii «Local placement» gna pennikauin 3i xmapm go on-prem:

Configure Placement

1 VM Folder

2 Compute Resource

3 Default Network

4 Datastore

5 Ready To Complete

Ready To Complete

Verify the selected configuration is correct.

X

vC &5 veenter.demo.local
VM Folder Demo Datacenter
Compute Resource (2 Resources

Default Network & VM Network
Datastore B esx-01
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MepecBiaviTbCca Y KOPEKTHOMY 3aBeplleHHi BCi€i NOCNIfQOBHOCTI MOYATKOBMX HanawTyBaHb Ta
rotoBHOCTi VCDA Replicator ao po6otu.

vCloud Availability

Replicator

& System Monitoring Site details
£ Configuration v Pairing Paired to demo at GigaCloud-BM2 Repair | Unpair
System Tasks Local site demo-test-onprem
# Emergency Recovery Description vCav demo-test-onprem
@ Source Replications Allow Access from Cloud Yes
a Support Cloud site ¢ GigaCloud-BM2
© Apout Public API Endpoint https:/vcav-bm2.gigacloud.ua/
Organization demo
v Placement to newly recovered VMs on this fi# veenter.demo.local Edit
site
VM folder B3 vm (group-v4)
compute resource [l Demo Cluster (domain-c8)
Network @& VM Network (network-16)
Datastore = esx-01 (datastore-15)

Service endpoints

Lookup Service Address https://vcenter.demo.local:443/lookupservice/sdk [& Remove | Edit
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MoyaToK NpakTn4Hoi poboTun 3 nocayroto vCloud Availability (vCav)

3aneXHo Big pexumy ctBopeHHA vCav Appliance on-prem (v BuLLE), CTAaE MOXKAUBUM
BUKOPUCTAHHA 30BHILIHbOrO YNpPaBAiHHA 3aBAaHHAMM Mirpauii, penaikauii Ta sigHoBneHHA BM.
AKWo ua PyHKLia He Byna akTMBOBAHA Nig Yac po3ropTaHHa vCav Appliance, egUHMM JOCTYMHUM
pexxMmom poboTn 3 IHPPaACTPYKTYpPOI On-premises € BUKOPUCTaHHA naariHa (plugin) Ao KoHconi
vCenter Server, AnB. HUXKYe.

KepyBaHHA Nnocayroto 4Yepes naariH 4o KoHconi vCenter Server
BuKkoHaliTe BXig Ao koHconi vCenter Server:

vm vSphere Client Menu W O\ Search in all environments @) v Administrator L v @

A Home 7 VCENTER.DEMO.LOCAL ~

% Shortcuts

[E] Hosts and Clusters CPU Memory Storage

& VMs and Templates 49.06 GHz free 2.26 GB free 303.19 GB free

B storage | | | |

£ Networking 2.83 GHz used | 51.88 GHz total 17.74 GB used | 20 GB total 80.56 GB used | 383.75 GB total

E content Libraries

&% Workload Management

[ Global Inventary Lists & VMs 5 O Hosts 1

E& Policies and Profiles
j] Auto Deploy 4 1 0 1 0 ¢

2 Hybrid Cloud Services Powered On Powered Off Suspended Connected Disconnected Maintenance

<|> Developer Center

& Administration

[#] Tasks ] Objects with most alerts o} &2 Installed Plugins 5
g Events
&7 Tags & Custom Attributes Jtem © Alerts A\ Warnings B3 VMware vSAN HS Client Plugin

O Lifecycle Manager EJ VMware vRops Client Plugin

B3 vMware vSphere Lifecycle Manager
®) vrealize Operations
™ DRaas

Mepecsiavitbcsa, wo plugin VMware Cloud Director Availability ycniwHo BctaHoBneHO.
KopucTtytounce meHto KoHconi vCenter Server, 06epiTb po3ain DRaaS:

3 VWMware Cloud Director Availability

vm vSphere Client Menu v

Local availability sites DRaas

demo-onprem
fb P Getting Started Dashboard Outgoing Replications Incoming Replications Replication Tasks Configuration System Monitoring
Paired with GigaCloud-BM2 —_—
Qutgoing B VM replications
rb demo-test-onprem
Paired with GigaCloud-BM2 ©) NEW PROTECTION @ NEW MIGRATION
[3 SETTINGS B VAPP SETTINGS @ NETWORKS ‘ = STORAGE 2 DISKS O SYNC 00 PAUSE
& MIGRATE | [ FAILOVER | & TEST FAILOVER ‘ [l DELETE
- T ko Destination v Replication | Recovery  Replcation T ouoralineaith  Last changed
> B vcavtestdemol. [# @ 30m demo Pri.. @ Healthy Not started ) Protection & Green 10/14/21, 9:59..
>
Recent Tasks Alarms N
Task Name v Target T v Status v Details v Initiator ¥ Queued For v Start Time CompletioMime v | Server v

3anexkHo Big, NoTpebun, BU MOXKETe po3noyaTu:

* 3axucT BM (penniKkauito y xmapy npoBaliaepa Ta BigHOBNEHHS CTaHy, B pa3i Kpaxy);

*  BMKOHaAHHA Mirpauii BM go xmapu nposaigepa (AeTanbHUiA onuc pexxkumis pobotu 3

nocayroto vCloud Availability HaBegeHO B iHWKMX 3araibHOAOCTYNMHUX A)Kepenax i He
BK/IIOYEHO A0 AAHOro AOKYMEHTY).
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30BHiLLIHE KepyBaHHA 3aBAaHHAMMK Yepe3 Beb-noptan VMware Cloud Director Availability
Noctyn Knienty go se6-noptany vCav Hagae nposaigep. Bukopucrosyiite aaHi ceoro 061ikoBoro
3anucy 3 IMCTa, OTPMMaHOro BaMu Big, npeacTasHMKiB Cay»K6m TexHiyHoiI niatpumkm GigaCloud.

Micha Bxogy 40 BebG-nopTany, BM 3MOXKETe KOPUCTYBATUCA MaHENN0 YNPaBAiHHA 3 iHTYITUBHO-
3po3yminnum rpadiyHum iHTeppencom. Ha ekpaHi Bigob6pakeHo TOMO/Ori0 BalWMX BipTyabHUX AaTa-
LLEHTPIB y XMapax, CTaH 3aBAaHb 3 mirpauii/pennikauii BM, cTaTUCTUKY BUKOPUCTAHHA Ta iH.

>) VMware Cloud Director Availability

® demomGigaCloud-BM2

j On-Premises VM replication status @ Cloud vApp/VM replication status
@ Incoming Replications ~ Incoming VMs Incoming vApps Incoming VMs
from Cloud
@ Outgeing Replications v
(e Outgoing VMs Outgoing vApps Outgoing VMs
to On-Premises
O No replications O No replications O No replications
Bl Replication Tasks
P, sites
@ Resources ~
by Organization VDCs demo traffic data chart demo disk usage chart
® About between  09/14/2021 7 and  10f142070 ) nterval o between  09/14/2021 [ and  10/14/2071 [ nterval [ ]
95367 ME @ 186 6D @
¢ 4
£ 8
E srmaame % 95367ME
a
000E oooB
Sepia Sep 26 oct03 octio October  Oct03  Tue0S  ThuO7  Sat03  Monfl  Wed1d
%9117 GB traffic transferred between 9/14/21, 3:00 AM and 10/14/21, 3:00 AM %9 2.18 GB max data between 9/14/21, 3:00 AM and 10/14/21, 3:00 AM
Topology (%) Resources required

(f-‘ cPU Memory Disk capacity
« c) «? A 4CPUGs)  [mm) 4.00cn B 000

2 On-Premises sites GigaCloud-BM2 1Cloud site

3anexHo Big NoTpedbu, BU MOXKeTe pO3NoYaTH:

* 3axucT BM (penniKkauito y xmapi npoBangepa Ta BigHOBNEHHA CTaHy, B pasi Kpaxy);
*  BWKOHaAHHA mirpauii BM go xmapu nposaingepa.

(j, k\ migration@demo v

N

o® VMware Cloud Director Availability

@ demo@GigaCloud-BM2 DEMO-TEST v i VAPP
MTOPF,QGY ‘ INSTANCES ‘ RESOURCES ]

@ ALL ACTIONS ¥

@ Incoming Replications v @

from Cloud SLA Replication Recovery Replication

vMm VA )
PE profile state state type

from On-Premises
@ Outgoing Replications v
to Cloud
to On-Premises
Replication Tasks
@, Sites
& Resources ~
by Organization VDCs

® About

CLEAR SELECTED RESET COLUMNS Items per page 20 0 -0 of O results
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O6epitb vCav Appliance 3i cnucKy HaAaBHUX (SKLWO OAHOYACHO iCHYIOTb AEeKiNbKa), NpU CTBOPEHHI
AKoro 6yno A03BO/1€HO 30BHiLUHE KEPYBAaHHA 3aBAAHHAMM:

New Incoming Replication vCenter VMs X

Source Site | pemo-TesT-ONPREM v | Select VMs to replicate from:
1 vCenter VMs T

Group Vb ¢ dema-onprem

— ¢y demo-test-onprem

M T cPU Memory ?;;"ac"y
(G demo-test 1 1.00 GB 40.00 GB
(# vCLS (2) 1 12800 MB  2.00GB
@& vcav-onprem.demo.local 4 4.00 GB 10.00 GB
& vcav-test.demo.local 4 4.00 GB 10.00 GB
- & veenter.demo.loca 2 12.00 GB 433.99 GB
CLEAR SELECTED ltems per page 20 1- 5 of 5 results

CANCEL NEXT

N

Ob6epiTb 3 nepeniky NoTpibHi BM ana cTBOpeHHA 3aBAAHHA pennikaLil.

Ob6epiTb pe3epBHUIA BIPTYanbHUI AaTaleHTp, TUN CXOBULA Ta PewTy napameTpiB 3aBAaHHA
pennikauii:

New Incoming Replication Settings

1 vCenter VMs SLA profile
SLA profiles are not available for 'demo’
2 Destination VDC and Storage policy
Target recovery point objective (RPO)
3 Settings 30 min 2 hours 8 hours

30m

Retention policy for point in time instances

«© Preserve 2 instances spread evenly over the last 4 days

Delay start synchronization €@
(I set time that is convenient for the first synchronization
5 days
1week
2 weeks
4 weeks (-1 month)
Exclude disks 8 weeks (-2 months)
13 weeks (-3 months)
26 weeks (-6 months)
1year

(D save disk space on the target site by excluding disks that are not nece:

Configure Seed VMs

(I use an older copy of the protected VMs on the target site to reduce the data traffic

CANCEL BACK | NEXT
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MepernsaHbTe NiACYMOK Ta 3aBEpPLUITb CTBOPEHHSA 3aBAaHHA:

New Incoming Replication Ready To Complete

Verify the selected settings before proceeding.
1 vCenter VMs
VMs @ veav-test.demo.local

2 Destination VDC and Storage policy Source Site demo-test-onprem

3 Settings Destination Site GigaCloud 3M2

Destinatioen VDC B demo Prim2VDC BM2
4 Ready To Complete Storage policy Class Fast SSD EM2
Target RPO 30m
Quiescing Disabled

Retention 2 instances over 4 days

Sync time No delay

CANCEL BACK FINISH

3anycTiTb CTBOpeHe 3aBAAaHHA HAa BMKOHAHHA (AeTaNbHUIA ONUC pexumiB poboTu 3 nocayrowo
vCloud Availability HaBeaeHO B iHWIMX 3aranbHOAOCTYNHUX AKepenax i He BKAOYEHO A0 AaHOoro
OOKYMEHTY).
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