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1. Mpu3HaveHHsa nocnyrm Veeam Backup ana Microsoft Office 365

Veeam Backup ana Microsoft Office 365 — ue noTy)XHe pilleHHA ANA pe3epBHOro KOMitoBaHHSA
AaHux Bawoi OpraHisau,i, Lo CTBoOptoTbCA Ta 36epiratoTbea y xmapi Microsoft, a came:

=  eneKkTpoHHoi nowTn B Exchange Online;
= AoKymeHTiB OneDrive gnsa 6i3Hecy Ta Microsoft Teams;
= By3siB SharePoint Online.

1.1. Bigomo, wo MS Office 365 po3BonA€e npautoBaTn 3 AaHMMK Byab-4e Ta NOBCAKYACHO, Y
3axMLLEHIA CTOCOBHO BiAMOB XMapi, 3 rapaHtiamm goctynHocti 24/7/365. Bam He notpibHO
CaMMM CTBOPIOBATM Ta NiATPUMYBATU iHPPACTPYKTYPYy KepyBaHHA KOHTEHTOM, darnamu Ta
noLToo. 3a Npaue3aaTHICTb BNAacHOI XMapHOi iHPppacTpyKTypu Bianosigae komnaHia Microsoft i
b6esnepeyHo, pobuTtb Le aobpe:

= Konmii AaHMX KOpuCTyBaya 3anuwartbca y xmapi Microsoft y BunagKy Kpaxy ab6o
YMUCHOrO/HEYMUCHOTO BMAANEHHA AaHUMX Ha NPUCTPOI KOopucTyBauya (Koau  AaHi
CUHXPOHI3yoTbcA 3 OneDrive ana 6i3Hecy, a eneKkTpoHHa noluTa npautoe Yepes Exchange);

" cuctemn 36epiraHHA AaHUX Yy Xmapi nobyaosBaHO 3 ypaxyBaHHAM BUMOI CTiMKOCTi A0
BiAMOBU. Y BUNAAKY BiAKNOYEHHA €NeKTPOMNOoCTaYaHHA, NOMUAKM Y PobOTi 0bnagHaHHS,
BiAMOBWM }KOPCTKOro AMUCKY Ta iH. AaHi He Oyae BTpayeHO — Balli €NeKTPOHHI AUCTU Ta
OOKYMEHTU 3aNMLWATbCA AOCTYNHUMMU.

1.2. Ysara! Cepsic Microsoft He MicTUTb KOMNIeKCHe pe3epBHe KonitoBaHHA BallUX AaHUX.

é BaxnmBo, WO AOCTYNHICTb AaHUX Ta IX LiAICHICTb — ue pi3Hi pedi. Bu oTpumyete
rapaHTOBaHMM AOCTYN A0 Micus, Ae 36epiraetbca Bawa iHpopmauisa — ane, aKU Tam
3apasii ctaH?

He BMKNOYEHO, LLO BaXKNUBI AaHi AEAKUX KOPUCTYBaYiB BXe BUMAAKOBO BMAA/NEHO abo 3MiHEHO.
Yepe3 aeakunit yac, ix byae HEMOXKAMBO BiAHOBUTM ByAb-AKMMM 3acobamu, AKLLO 3aBYaCHO He
pobunocb pesepBHUX Komiit. ToMy, LLO LM Ma€E ONiKyBaTUCb Came KOpUCTyBad, a He Microsoft.

— @ — »—— Thecustomer ———

Infrastructure
o vy o vy

- Protection and long-term retention
Uptime of Office 365 of Office 365 data
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Takum ynHom, xmapa Microsoft He 3axuwae Bawi pgaHi Bia;

NOMWIOK agMiHICTpaTopa NiJ, Yac HaNalwTyBaHb NOAITUK 36epiraHHs;

CKNagHux atak “wunepysanbHMKamu” abo “Bumarayamm” Bif xakepis;

YMUCHUX Ai nepcoHany 3i 3HUWeHHA abo npuxosyBaHHA iHpopMaLLii;
NOMMJIKOBOTO BUAANEHHA 3 KOLIMKA LOKYMEHTIB KOPUCTYBAYEM;

BMAaNeHHA 061iKOBOro 3anncy KOpPMCTyBaya BallMM aZMiHICTPAaTOPOM CUCTEMM.

Huxue HaBegeHo piarpamy etanis 36epiraHHA aAaHux y MS Office 365 (3i cTpokamu y AHAX Ha oOCi

yacy).

1.3.

H Office 365 MW [loapxisy MCragial, kownk MCragia2 OcTaTtoyHe BUAaneHHsa

BUOANEHI OB'EKTU (KOLWMWUK) ' OcratouHe BUAANEHHA I

BUAANEHI CAMTM SHAREPOINT ONLINE - OctatouHe BUAANEHHA l

BUAANEHI ®AMNN ONEDRIVE ANA - S SR '
BISHECY

3BI/IbHEHHA CNIBPOBITHUKA ' OcratouHe enaaneHta I

0 90 180 270 360 450 540 630 720 810

Hanpuknag:

AaHi Tekn «BxigHi» 36epiratotbca y MS Office 365 npotarom 2 pokis (gani aBTomaTUYHO
BiAOYyBaETbCA NepeHeceHHn A0 apxisy);
BMAaNeHi 06’ekTu 36epiratoTbea y Kownky MS Office 365 ogmH micaup (amB. aiarpamy suue).

KopucTytouncb nocnyrolo xmapHoro onepatopa GigaCloud, Bu oTpumyeTte perynspHe

36epeXKeHHA pe3epBHUX KOMi B Peno3uTopin.

PiwweHHa Veeam Backup gna Microsoft Office 365 no3Bosis€ 3ab6e3neunTu:

oTpumaHHA 3i xmapu Microsoft gaHux Baworo xmapHoro eksemnasapy MS Office 365
(Exchange Online, SharePoint Online, OneDrive ansa 6i3Hecy Ta Microsoft Teams);
CTBOpPEHHA y xmapi GigaCloud 3axuiweHoro apxisy pesepBHuMx Konit y dopmati 6a3m gaHnx
Jet Blue (WoTu»KHA/WoAHA/WOoroamMHM AeKinbKa pasis — BianosigHo A0 noTpebu);

WBMAKNIA NOWYK 36epeeHnx AaHMX Ta rpaHynApHe BiAHOBNEHHA OKpeMux OO’eKTiB 3i
xmapHoro apxisy GigaCloud (moxnvBe BiAHOBNEHHA AaHUX OKPEMMX KOPUCTYBaAYiB, HaBIiTb
OKpeMUX N1CTiB Ta dpannis).

Lle Hapgae Bam cTpaxyBaHHA Bif, «1OACbKOro ¢GakTopy» — HeHaBMWUCHOI NOMWAKM abo
LinecnpsamoBaHOi cnpobwu 3aBaaTu WKoAW.
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2. TexHiYHI nepeBaru Ta napameTpm Nocayru

2.1. KopuctyBaHHAa cepsicom Veeam Backup gns Microsoft Office 365 He 6yae cknagHum ana
agMiHicTpaTopiB BaWoOi IHPPACTPYKTYPKU, A€ BXKe PO3ropHyTo Ta npauytoe Veeam Backup &
Replication Server.

PekomeHAyeMO nepen No4YaTKOM KOPUCTYBAHHA MOCAYrol YyBaXHO O3HAMOMMUTUCL 3 TEXHIYHOH
AOoKymeHTaujieto Veeam Backup ans Microsoft Office 365 v3.

2.2. HoBoto ans uiei Bepcii € moxnumeictb Bu6opy Modern authentication, wo nigsuuye 6esneky
3’eAHaHHA 3i xmapoto MS Office 365. ns uboro, Bam HeobxigHO HaaaTK ABa KOMNEKTU 061iKoBUX
OAHUX KOpUCTyBaya:

" [aHMX 3aCTOCYHKY Azure — gns peectpalii 8 noptani Active Directory (3HagobuTbca HagaTh
3HayeHHA application ID Ta application secret/certificate). Veeam BuKopucToBye ue gns
poctyny ao Microsoft Graph APl Ta oTpumaHHA aaHux Bawoi OpraHisauii 3 Microsoft Office
365;

"  faHKUX cepBicHOro ob/ikoBoro 3anucy cepsicy Veeam, 3 gossosiom MFA (6aratodaKTtopHoi
ayTeHTudiKauiji).

Ons peectpauii HoBoro 3actocyHKy B Azure Active Directory, Baw 061ikoBuiA 3anMc NOBUHEH
6yTV oaHiElo 3 ponen:

=  Global Administrator;
= Application Administrator;
*= Cloud Application Administrator.

Azure Active Directory admin center

bl Dashboard » _ App registrations
N I - Aop registrations

Azure Active Dirsctory

D Search (Cirl+/) « + Mew registration @ Endpoints }( Troubleshooting W Got feedback?

- 0 ‘Welcome to the new and improved App registrations (now Generally Available). See what's new =

e 0 overview

i’ Getting started i A\ Looking to learn how it's changed from App registrations (Legacy)? Learn more
Still want to use App registrations (Legacy)? Go back and tell us why
L Manage
& Users All applications  Owned applications
ah Grou ps ;) Start typing a name or Application 1D to filter these results
8E Organizational relationships DISPLAY NAME APPLICATION (CLIENT) ID CREATED... CERTIFICATES {

% rolssand st .-y s
I Enterprise applications

| I :zcrc © curen
B Devices

B e © curen
i App registrations |
B2 App registrations (Legacy) |
@ identity Govemance .-y pus

— ||

BukoHaiTe Bxia o Microsoft 365 Admin Center Ta nepeiigitb:
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Admin centers -> Azure Active Directory -> App registrations

[lofaiTe Ha3By BaLIOro 3aCTOCYHKY (Hanpuknaa, VBO app) Ta BUKOHaTe MOro peectpaLito.

Dashboard > [N /.- reoistp#0ns > Register an application

Register an application

L

* Name

The user-facing dis name for this application (this can be changed later).

‘ VBO app r 4 v

Supported account types

Whao can use this application or access this API?

(®) Accounts in this organizational directory only (I NNIREGEGEEEEE—

(_) Accounts in any organizational directory

(_) Accounts in any organizational directory and personal Microsoft accounts (e.g. Skype, Xbox, Qutlook.com)

Help me choose...

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but 2 value is required for most authentication scenarios.

Web v|| W

By proceeding, you agree to the Microsoft Platform Policies [

Okpim peecTpauii, Bam HeobxigHO HagaTM A03BOAM ANA AOCTYNy 3acTocyHKy Ao Microsoft Graph
web API Ta BUKOHATM NOCAIAOBHICTb Ail1 3 HAaNaWTYBaHHA cepBicy (419 OTPUMAHHA BalUX AaHUX 3
MS Office 365).

JoKnagHile 03HaMOMUTUCh 3 UMM BU MOXKETE Y JOKYMeHTaLii Veeam.
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3. KopuctyBaHHa Veeam Backup ana MS Office 365 Ak KepoBaHMM
cepBicom

3.1 Mogesnb, 32 AKOK pilleHHA HAJAETLCA KNIEHTY
Lle piueHHA nobyaoBaHoO 3a MoAenno Nocayrn Saas ta nepeabadae, wo npoeanaep GigaCloud
HaJa€ roToBMN A0 KOPUCTYBAHHA, KEPOBAHWI cepBic:

" npoBaiaep Kepye HanawTyBaHHAM 6eKan-naaHy KNieHTa Ta yCim NpoL.ecom pe3epBHOro
KonitoBaHHSA;

" K/IEHT KEPYE TiNbKM NPOLECOM BiAHOBMEHHA AaHUX | HAAA€E NpoBangepy AaHi CBOro
obnikosoro 3anucy B MS Office 365, 3 meTol0 HanalWwTyBaHHA 3’ €AHAHHA MiXK XMapamu.

KoHdigeHUilHicTb 3abe3neyvyeTbca A40AATKOBO NigNUcaHHAM Yrogam Nnpo HEPO3NOBCIOAXKEHHA
iHpopmauii (NDA) 3i xmapHMm nposaiigepom GigaCloud.
Ha cxemi (amB. HUXKYE) HaBeAEHO NPUHLMM POBOTU 33 MOAENNI0 KePOBaAHOro cepsicy Saas.

GigaCloud

VEX
H—
E VBO365 Server
Cloud Gateways Mpokci-cepsep Penosuropiii
- -
Veeam
Backup &Replication |~~~ L)1-» I lhwuil e )

sever T TR

Froy

MNpoBaigep GigaCloud Hapgae Bam y CBOEMY XMapHOMY CXOBMULLi NPOKCi-cepBep Ta peno3uTopii
ONA pesepByBaHHA Koni aaHux Microsoft Office 365 i BUKOHaHHA 6ekaniB 3rigHO naaHy. Y Bac
Bxe po3ropHyTo VB&R (Veeam Backup&Replication) server. 3aBaaku komnoHeHTy Veeam Cloud
Connect, KoXHe 3’eAHaHHA 4Yepe3 iHTepHeT BiabyBaeTbca Yepe3 nopt TCP/UDP, 3axuwieHuit
SSL/TLS wudpysaHHAM.

Y pasi HeobxigHOCTi BigHOBAEHHS, BU 0bMpaeTe 06’€EKTU Ta HapCUNAETE 3anuTM NpoBanaepy,
KOPUCTYOUYUCH BigNOBIAHUMM iHCTPYyMeEHTaMn KepyBaHHA Veeam Explorer (VEX):

= nnda nanok OneDrive ansa 6isHecy — Veeam Explorer for MS OneDrive for Business;

= nnsa By3niB SharePoint Online — Veeam Explorer for SharePoint;

= nansa gaHux nowTtu —(Veeam Explorer for Microsoft Exchange).
KomnoHeHTn Cloud Gateways BUKOpUCTOBYIOTbCA ANA nepeaadi Tpadiky bekanis Ta pennikauin,
LLLO rapaHTYE LiNKOBUTY KOHbiAeHUiMHICTb AaHMX. OTpumaswu Baw 3anuT (1) yepes w3 Cloud
Gateway (aus. cxemy suule), VBO 365 Server (cepsep ynpasniHHA Veeam Backup for Microsoft
Office 365) BUKOHYE HACTyMnMHY NOCAIAOBHICTb:

=  BM3Ha4ya€ NPOKci-cepsep (2), Npu3HaYeHMN ANnA 06POOKKU AaHUX 3riAHO NOMITUKN Be3neku;
"  3HaxoAuTb peno3uTopil npoBalaepa (3), Ae 36epiraeTbea dpan Bawoi pesepBHOI KonNii;
"  BWKOHYE BignNpaBKy BaM AaHUX pe3epBHOro KonitoBaHHsA Yyepes Cloud Gateway (4).
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3.2 [TopAZOK 3aMOBJIEHHA NOCAYTM Ta HA/IAWTYBAHHA KNIEHTCbKOT YaCTUHM

3.2.1 Ana oTpUMaHHA AOCTyny A0 NOCAYrv, 3aMoBAsANTe i 3a cTaHAAPTHOW npoueaypoto (TobTo,
3BEPHITbCA A0 CBOrO KOHTAKTHOrO MeHegKepa abo TexHivyHoI nigTpnmkn GigaCloud).

Bam notpibHo byae:

"  BM3HAYWUTM 3aNlaHOBaHY KiNbKicTb KopuctyBadis MS Office 365 Ta po3mip cxoBuwa ans
pe3epBHUX KOMil AaHKX;

" y3roauTM NnaH 6ekanis (nepenik 061iKoBMX 3anNMciB KOPMUCTYBaAYiB, NEPIOANYHICTb NOBHUX Ta
iHKpemMeHTanbHUX 6ekanis);

"  HagaTu NpoBaiaepy Napob Ta AoriH Bawoi OpraHisauii 4n1a aBTopumsauii y xmapi MS Office
365 Ta nigkntoyeHHa go VBO 365 Server.

3.2.2 HanawrTtyinTe 3’egHaHHA 3 GigaCloud y aKkocTi Baworo cepBicHOro nposaiigepa, KOPUCTYHOUMCh
koHconnto cepeepa VB&R (Veeam Backup&Replication).

Ona uboro, nepengite Ao posginy “BACKUP CLOUD CONNECT TOOLS
. . . . CLOUD CONNECT
INFRASTRUCTURE”, 06epiTb nigpo3ain “Service "
—
- ~ . . )
Providers” Ta BMKoHanTe nocnigosHictb “ADD e .
Add Service Edit Service Remove Service Manage Manage Default
” Provider Provider Provider Subtenants Gateways
SERVICE PROVIDER ¢ Manage Service Providers
BACKUP INFRASTRUCTURE
= ADD SERVICE PROVIDER
H Backup Proxies Enter the information your service provider gave
E Backup Repositaries
E_ﬁ Scale-out Repositories h FIND SERVICE PROVIDER
£ WAN Accelerators Search a directory of service providers that offer
(7 Service Praviders and disaster recavery.

I> & SureBackup
3 @ fanaged Servers

Y BiKkHi “Service Provider” BkaxiTb agpecy 411 NiJKN0YeHHA NpoBalaepa, HaTUCHITb KHOMKy “Next”.
Service Provider -

Service Provider
Type in DNS mamie or IP address and a port number recerved from the service provider. If you are using more than one service
provider, add a custom desonption to more easily distinguish betwesn them.

NSRBI 2 vome o s

wesamot.gigadioud.ua ]
Credentiale b

Description:
Apply Connection to GIGACLOUL]
Summary

Part:

6180 [

[[] ANew this Veearn Backup & Replication installation to be managed by the service provider

Select this check box if you have mansged backup contract with the service provider yeu are
adding, and want to allow it to manage your installatscn rermctely.

e
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HactynHumun kpokamu byae:
= Banigauia SSL cepTudmKaTy, WO HagaHO cepsic-NpoBanaepy;

=  BBEAEHHA JIOTiIHY Ta NAPO/0 ANA NIAKAKOYEHHS, WO BW OTPMMAAW Big, TEXNIATPUMKMU

npoBanaepa support@gigacloud.ua.

Service Provider
+ Credentialy
I__J"'F ‘:I Specity credentials that vou heve recerved from the e providen, and the certificate.
Service Prosader —
! —n Wou heve connected to tervice provider veeamoc.gigacioud,ua

| Credertials | Verified by: ChizGeoTrust B5A CA 2018 Ols wowedigicert.com. Os DigiCert ine. Calis

Apphy .'.hlamhr\.l.rw' o

Certlscate id werdved by third party. -~ 1| ety
Surmrirmary

Al o select credentasls isued te you by the serice provider

Credentials | w || Add..

Available cloud repotitones:
Repotitony
Cloud repository 2 100.0GE Drisabled
Cloud repository 3 100,00 GB Drisabled
Cloud repositony 1 1024.0 GB Drisabled

[<Prevows | [aepty ][ roor | [Concel ]
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Micna 3aBepLUEHHA HanawTyBaHb, HATUCHITb KHONKY “Finish” Ta nepekoHaliTeca y HasBHOCTi HOBOTO
3'eHaHHA 3 cepBic-npoBanagepom GigaCloud.

P 8 >
| (] T—*
Add Service Edit Service Remove Service Manage Manage Default
Provider  Provider Provider Subtenants ~ Gateways

Manage Service Providers

BACKUP INFRASTRUCTURE Q) Type in an object name to search for
E Backup Proxies MAME OWNER T DESCRIPTION
% Backup Repositories /5 veeamcc.gigacloud.ua maks Cennecticn to GIGACLOUD
E_ﬁ Scale-out Repositories
£ WAN Accelerators

@ Service Providers
4 &' SureBackup
&' Application Groups
2h, Virtual Labs
4 FEF! Managed Servers
[> @ VMware vSphere
Eﬁ VMware vCloud
ﬁ- Microsoft Windows

3.2.3 Ons 3abe3neyeHHs poboTu nocayru, BU MaeTe BCTaHOBUTK 3acTocyHoK VEX (Veeam Explorer
for Microsoft Exchange). Lle HeobxigHO AnA HaAcuNaHHA cepBic-npoBalgepy 3anuTiB Ha
BiZIHOB/IEHHSA NOLWTOBUX CKPUHbLOK Yepe3 Veeam Cloud Gateway (KOMNOHEHT XMapHOrO LW/03Y).

Y meHio Add Store 3actocyrky VEX o06epitb
“Veeam Backup for MS Office 365 service I+ i
provider”. - =1

Add  Remove
Store >  Store

:Tl‘_' Microsoft Exchange mailbox database...

O6epin 3 nepeniKy npOBa[‘;].ulepiB’ o [E] Veeam Backup for Microsoft Office 365 server...

BI,EI,KpVIGTbCFl 06}1”’(03”!‘/" 3anuc CepBIC_ D Veeam Backup for Microsoft Office 365 service provider... !
’ TS

nposaraepa GigaCloud.

%

3anoBHiITb nonAa 3 im'AsM  KOpuCTyBaya Ta Veeam BE]C'(LID

naponem AnAa MiAKAOYEHHA [0 OopraHisauii for Microsoft Office 365

Exchange (mani YNOBHOBAXEHOIo Select service provider and type in organization credentials to connect with,

agmiHictpaTtopa abo okpemoro o06niKoBoro | veeamec gigacloud.ua v|

3anucy). [Usermame |
| Password |

@ Specify point in time
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3.3 CTBOpEHHA pe3epBHMX Konilt (bekan)
Cneuianictv GigaCloud cTBOpATb peno3unTopilt A 36epiraHHA BallMX pe3epBHUX KONii, NigKao4aThb
Ballly OpraHisaLito 40 cepBepa ynpaBaiHHA bekanamu Ta BUKOHaOTb NepLuni NnoBHMN bekan.

Hagani, ctBOpeHHA pe3epBHUX Koni aaHux kopuctysadvie MS Office 365 Bawoi OpraHisauii 6yae
Big6yBaTUCA aBTOMATMYHO, 3rifAHO HafawTyBaHb Backup nnaHy.

ﬁ yYBara! [lig 4ac KOpMUCTYBaHHA MOCAYrol, BWM HE 3MOXeTe CaMOCTIMHO 3MiHloBaTU
BCTAHOB/IEHE HaNawWTyBaHHA Backup nnaHy (ame. n. 3.1 BMLLE), OCKiNbKK KepyBaHHA Backup
BiaOyBa€eTbcA 3 6OKY onepaTopa (npoBargepa nocayru).

3.4 BinHOBNEHHA AaHMX 3 bekany

Bu morkeTe BUKOHYBATW BiAHOBNEHHA MOLWTK 3 pe3epBHUX KONii, KOPUCTYOUMCb GyHKLismM Veeam
Explorer for Microsoft Exchange. Hassu Bcix nowTtoBux Awwmkis OpraHisauii 6yayTb A0CTYyNHi AnA
Bnbopy 3 nepeniky.

1 5ol FROM TO CC BCC
=g Whatls.rrm anthanu@elism
= Sharesk Open
= 54 Brea 05 Restore to anthony@sliema.com.au
. serviceq 25 Restore to...
EH Uber Re
5= SA Brea 55 Export to DesktophUber.pst
=] Uber Sil '_u Export to .pst file..
: noreply '._,L'T Save to Desktop
. SA Brea S Save to.msg file...
S Uber Ay -
=] Qantas if + send to anthony@shema.com.au
=g Moderr 17,  Send to..
=1 SharesPost anthony@shiem...
=1 Modem Inf... anthony@sliem...

3.5 CKknagoBsi opeHAHOI NaaTK 3a NOCAyry
KnieHT cnnayye opeHaHy nnaty 3a:

= niyeHsii Ha M3 Veeam KinbKicTb KopucTtyBadis niannckm Ha Microsoft Office 365 y BaLuii
OpraHi3zauii;
= micue ana 36epiraHHA pe3epBHMX KOMiN y XMapHOMY CXOBMLLiI NpoBanigepa.
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4. KopuctyBaHHA Veeam Backup Office 365 ak nnatdopmoto

4.1 Mogenb, 3a AKO PilleHHA HAAAETLCA KNIEHTY

Lle piweHHA nobyao0BaHO 33 NPUHLMMOM CaMOCTIMHOMO HaNaWTYBAHHSA CEPBICY Ta KepyBaHHSA
nocnyroto 3 6oky KnieHTa (To6T0, MOogennto nocayru Paas - Platform as a Service) i nepeabavae
HACTYNHMIM PO3NOAIN NOBHOBAXEHD:

= npoBaigep GigaCloud Hapae KnieHTy:
- NiyeHsii Ha nporpamHe 3abe3neyeHHA Veeam;
- Micue y cxoBuLL gnA 36epiraHHA pe3epBHUX KoNin aaHnx KnieHTa;
- okpemy BM 3 posropHyTum Veeam Backup for Microsoft Office (aani — VBO) 365 Server
(cepBep ynpasniHHA 6ekanamu ana sawoi Microsoft Office 365 organization).

=  KnieHT BNAaCHOPYY KepPYE HanawTyBaHHAM 6eKan-niaHy Ta NPoLecoM BiAHOBNEHHA AaHWUX,
TOMY He Haja€ NnpoBagepy AaHi obnikoBoro 3anucy ceoei OpraHisauii B8 MS Office 365
(norin Ta naponb).

4.2 TlopAa0K 3aMOB/IEHHA MOCNYTY Ta HANALWTYBAHHA KNEHTCbKOT YaCTUHM

4.2.1 ns oTpMMaHHA AOCTyny A0 MOCAYyr1, 3aMOBAANTE il 3a CTaHAAPTHOW npoueaypoto (TobTo,
3BEPHITbCA A0 CBOr0 KOHTAKTHOTrO MeHezrkepa abo TexHiyHoi miaTpumkm GigaCloud). Y3rogpTe
3an/1aHOBaHY KiNbKicTb Bawmx Kopuctysadis MS Office 365 Ta po3mip cxoBuLLLa ANA pe3epBHUX KONl
AaHux. PeryntoBaHHs Tpadiky gaHux yepes IHTepHeT, 3i xmapu MS Office 365 ao Backup Repository
(cxoBumwa GigaCloud) 3abe3neuyoTb NPOKci-cepBepm y iHGPaCTPyKTypi NpoBaiiaepa.

[na fnesaknx BUNaaKiB po3ropTaHHs byae AOCTaTHbO MOXK/AMBOCTENM poi NPOKCi-cepBepa, WO Mae
VBO 365 Server i Tomy 404aTKOBI NPOKCi-cepBepu (AMB. CXeEMY HMXKYE) He € 060B A3KOBUMMU.

HanawTyBaHHA AOCTYNy A0 NPOKCi-cepBepiB Ta Microsoft Office 363 organizations
peno3nTopito (ans noyaTky BalLIOro —= %“’4
KOPUCTyBaHHA nocnyroto) BMKOHYIOTbCA -8 Fa=p
cneuianictamu nposangepa.
s Veeam Backup for send as email attachment
B Microsoft Office 365 N
R R Veeam EF:DIDr:r for u
”.‘ " “ © Export ta PST
Backup lobs ’ ’ .
]
E u U Save as MSG
Backup Proxy Servers u
i —
! » —
|

Backup Repository
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4.2.2 Qna noyaTky poboTn, popanTte Bawy OpraHisauito Microsoft Office 365 ao nepeniky 4OCTYNHUX

ans «bekanyBaHHA». [1ns uboro, nepenaitb Ao posainy “Organizations”, obepitb 3aknaaky “Home”
-> “Add organization”.

BB X o @
Aeld Edit  Remowe = Backup Explore
Org Org Org hd
Organization lohs Integration
ORGANIEZATIONS MAME T STATUS DETAILS LAET BACKUP MEXT RUN ORGAMIZ
Q FullBackup Success Transferred: 16,6 KB (1 itern) at 130 B/s (0 itemsfs) 68/12/2018 3:02 PM 6/13/2018 2:00 PM weearmbac
- ﬁﬁ Organizations
% Add organization... I
- i, Explove |atest state of Thursday 5/31/2018, 3:02 PM
4
< E@l Explore point-in-time state..,
< >
g oreanizaTIONS
E BACKUP INFRASTRUCTURE
-_—
HISTORY
(% . >
5 COMMNECTED TO: 127.0.0.1 SUPPORT: 92 G

O6epitb TN OpraHisauii, Wo B/ barkaeTe 404aTM Ta HAaTUCHITb eKpaHHY KHonKy “NEXT” (ams.
306paKeHHs HUXKYE).

ADD ORGANIZA

Organization deployment type

(@) Micrasaft Office 365
_ Hybrid deployment

7' On-prermises Microsoft Exchange

Back Mext | ‘ Cancel
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Y HacTynHOMY eKpaHHOMY BiKHi BaM He0bXiAHO BCTAHOBUTH:

" noTpibHe 3HayeHHA ans Microsoft
Azure y noni Region;

n ﬂ.aHi 06I'IiKOBOI‘O 3anucy ana 3'€,ﬂ|HaHHﬂ Microsoft Office 365 connection settings

3 BawWoto opraHisauieto Microsoft Office | regem [ pefaut ‘]

365 y dopmaTi user@domain.com abo | usmime | administrator@ech.anmicrasoft.zom |

user@domain.onmicrosoft.com; Password: | eewane |
® no3HauyKy y noni «Grant impersonation [V Grant impersanation ta this user

to this user» ana moxxnmsocTi poboTn 3
NowTOBUMM CKPUHbKaMu iHWNX
KOPMCTYyBauiB.

| Back | | Mext ‘ | Cancel

HaTUCHITb eKpaHHY KHoMKy “NEXT”
Ans nepeBipku Veeam MOXKANBOCTI 3’€AHaHHA Ta OTPUMAHHSA napameTpiB OpraHisauil.

4.3 CTBOpEHHS pe3epBHMX KoNiin (bekan)
Haseaemo npuKknag, CTBOpeHHA 3aBaaHHA 6ekany.

Kopuctyitecb KoHconnto VBO 365 Server, 06epiTb BiANoBiAHY 3aKNaaKy:

CKUP FOR MICROSOFT OFFICE 365

BB X &

Add Edit Rermove Backup Explore
Org Crg Org B

Organization 15 New backup job

ORGAMIZATIONS Crestes anew backup job. crapy DETAILE T LAST BAC.., MEXT R... PROY REPOSITORY

= (b Partial Running GARARAL Default Backup Repository
4 ﬁ Drganizations N

B split
4 ¥ Last 24 hours
() Running (1)

) Success

g orsanzamions

£ 04CKUP INFRASTRUCTURE

[ HisTORY

LIC SED: 4 COMMECTED TO: 127.0.0.1 SUPPOR AN G
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Veeam backup ana MS Office 365

Bu morkeTe 06patu ana 3bepekeHHs y apxisi:
"  MOLWTOBI CKPUHBKM YACTUHMU
KOPMUCTYyBauiB;
"  BCi CKpMHbKKM OpraHisauii (guB..
306parKeHHs NpaBopyy).

KoHconb VBO 365 Server no3Bonse
KOHTPONOBATU CTaH BUKOHAHHA BAWOro
3aBAaHHA (AMB. 300paXKEHHN HUXKYE):

Select mailboxes to backup

(@) Backup all mailboxes

) Backup the following mailbasxes:

MAME

Add., Remuowve

GIGACLOUD

CKUP 1OB

ERASIL

Cancel

Net ||

3+ 4
& B &
Add Edit  Rernowe  Backup Ezplore
Org Org Org =
Organization lobs Integration
ORGAMIZATIONS MARAE STATUS DETAILS T
Partial Runnin
4 [Hg Organizations O 2
ﬁﬁ split
- i‘éLast?dhuurs
() Running (1)
€3 Failed
<
STATUS DATA
Session status: Running Processing rate:
Bottleneck: Detecting... Read rate:
Last backup: In progress... Wifrite rate:
ACTION
o Job started at 6714/2078 12:55:45 &AM
(E:' Connecting to arganization..
EE ORGAMIZATIONS
-—
== BACKUP INFRASTRUCTURE
—
[E‘ HISTORY | € Erors | | 1 Warnings ‘ | @ Success |

LAST BACKLP

0B/s (0 iterns/s)
0B/
0 B/s

MEXT R...

PROMY REPOSITORY
GARME Default Backup Repositary
>
SURMARY
Duration: 0seconds
ailboxes: Calculating...
Transferred: 0B (Oiterns processed)

DURATION

COMMECTED TO: 127
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4.4 BigHoBNEHHA AaHWMX 3 bekany

PosrnsaHemo TMNOBUI NPUKAa4, KoM Bam HeobxigHO BiAHOBUTU AeAKi 3 BUAANEHUX JIUCTIB, LLO
nicna BCTAaHOB/JIEHOIO MPOMIMKKY 4Yacy B¥Ke He 36epiratoTbca y Kowuky (abo BoHWM ogpasy 6ynu
BMUOA/IEHI IHCTPYMEHTOM «6€3 MOX/IMBOCTI BiAHOBNEHHA», afe Y CXOBULLi 3a/IULLMUIACH IXHi 6eKanu).
AKWO BW 3HaeTe, AKi came pgaHi (AMctTm Ta iH.) 6yno BuaaneHo Ta Ae 6yno iX OCTAHHE
MicLLe3HaX04KeHHA, nepenaiTe 40 BiANOBIAHOI NOWTOBOI CKPMHBKM Ta NOTPIGHOroO KaTanory.

VEEAM BACKUP FOR MICROSOFT OFFICE 365
HOME

B X £ &

Add Edit Remove  Backup Explore
-

Org Org Org
QOrganization Jobs  Integration
ORGAMIZATIONS MNAME T STATUS DETAILS LAST BACKUP MNEX
- o Q Partial Success Transferred: 7.5 MB (233 items) at 205.8... 6/4/2018 2:07 AM 6/4/2
4 [Hg Organizations
backundiva =

4 I Last L Backup...
Q=

~) Explore latest state of Monday 6/4/2018, 2:07 AM k
Ea Explore point-in-time state...

Edit...

¢ Remove organization

E BACKUP INFRASTRUCTURE

[ HisTORY

LICENSES USED: 2

COMNMNECTED TO: 127.0.0.1 SUPPORT: 468 DAYS REMAINING

Bu morkeTe 06paTh OCTaHHIO 36eperkeHy TOYKY BXPLORE DACK.P
BifIHOB/NIEHHA abo 0AHY 3 NOMNepPeaHiX TOYOK Specify peint in time
(y pa3i HaﬂBHOCTi). — Specify point in time you want to open in Veeam Explorer far Micrasoft Exchange:

() Use latest available state

(®) Use the following point in time:

N
> | Saturday, May 12, 2018 33352 PM

KopucTyiTecb  pO3LWIMPEHUMWU  MOXKAUBOCTAMM
nowyKy eDiscovery Ana MOWYKY BUAAMEHUX @B0 | i e e e ot emntet oy et
3MiHeHux daiinis, y pasi notpebu.

[ Shaw items that hawe been deleted by user

7 [ Show all versions of items that have been modified by user
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Ob6epitb HeobxiaHe, ana 3anycky Veeam Explorer for Microsoft Exchange Ta cTBopeHHA 3anuUTy Ha
BIAHOBNEHHA OKpemux nucTiB (abo BCiei NowTOBOI CKPUHBKKM KopucTyBava OpraHisauii, aus.
NoCNiA0BHICTb 306paKeHb HUKYe):

B Veeam as of 5 days ago (0:03 woensdag 17/07/2019) - VEEAM EXPLORER FOR MICROSOFT EXCHANGE
2 HOME MAILBOX
A i
%% B o«
[ [
Restore  Export  Comparewith Show Changed  Advanced
Mailbox* Mailbox*  Production Items Only Find
Restore Compare Search
MAILBOX STORES Find items that match these criteria:
_ - Start
4 5E All Stores
4 5= Veeam (All) (17/07/2019 0:03:11) v Reset
b abe Define search criteria
»
F azetty Category: Field: Condition: Value:
b .2 Calender
B e Account | Al Fields v ‘ | e v | ‘ Bzzally v | ‘ Add To List
-

» 3 Discovery Search Mailbox

» T Esdeka 1 00§ rroMm 0 cc BCC SUBJECT ITEM STATE
» 3 In-Place Archive -Niels Engelen

¥ 3 In-Place Archive -Timothy Dewin

¥ 3 Niels Engelen

» '3 Spam Box

b Test

» 3 Testing Account

» [ Timothy Dewin

Find items that match these criteria:

me contains Niels Engelen -
:

Define search criteria

Category: Field: Condition: Value:
‘ All Fields v ‘ ‘ Assistant's name v | ‘ is exactly v ‘ | | Add To List
1 B0 rroMm T cC BCC SUBJECT ITEM STATE RECEIVED + FOLDER

=i Niels Engelen Niels Engelen Test 29/09/2017 14:48 Veeam (All) (17/07/20...

Micna 3aBepleHHA Npoueaypu, BU OTPUMAETE eKpaHHe NiaTBePAXKEHHA AOCTYMNHOCTI BiAHOBAEHMX
JINCTIB Ta iHWWNX AOKYMEHTIB (AnB. 306parkeHHA HUKYe):

VEEAM EXPLORER FOR MICROSOFT EXCHANGE

Restore summary: Niels Engelen
1 item successfully created.

NAME RESULT PATH

=4 Test Success Veeam (17/07/2019 0:03:11)\Niels Engel...

Erors [v| Warnings [+ Success

(@) Seeless

4.5 Cknagosi opeHAHOI naaT 3a NOCayry
KnieHT cnnavye opeHAHy nnaty 3a:

® jniueHsii Ha M3 Veeam, BiaNoBiAHO KinbKOCTi KopucTyBadiB niannckm Ha Microsoft Office
365 y OpraHisauii;

"  Micue gna 36epiraHHA pe3epBHUX KOMi Yy XMAapPHOMY CXOBWLLi NpoBaniaepa;

= opeHay BM 3 VBO 365 Server.
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5. lNowmnpeHi 3annTaHHA | BiANOBIA|

CKinbKu niueH3sin mae byt 3amoBaAeHO ANA KopucTyBadis OpraHisaLii?

Bam noTpibHO Hacamnepea, Ai3HAaTUCL KiNbKicTb KOpMUcTyBadiB niannckmn Ha Microsoft Office 365 vy
Bawin OpraHizauii. na 6yapb-aKMX cepsiciB, KOXEH KOPWUCTYBay NigpPaxoBYETbCA TiIbKM OAMH pa3
(TobTO, 0AMH Kopuctyead Exchange Online, SharePoint Online Ta OneDrive ans 6usHeca — ue oguH
KopucTtyBay Veeam Backup ana Microsoft Office 365).

Y1 MOXKIMBO ABOM KOPUCTYBaYaM PO3AINATU OAHY NiLEeH3it0?

Hanpuknag, AKWoO nepwnit KOPUCTYeTbCA TinbkM Exchange Online, a gpyrnin — Tinbku SharePoint
Online?

Bignosigb: Hi.
NiyeHrsii nos’s3aHi 3 06NiIKOBMMM 3anMcamm KOPUCTYBaYiB, TOMY KOXKHUM 3 HUX MOBUHEH MaTK
oKpemy niueHsito Veeam Backup ana Microsoft Office 365.

B pasi HeobxiaHOCTI 36i/bLLIEHHS KiNbKOCTI KOPUCTYBaYiB, BU MOXKeTe npuabaTn AoAaTKOBI NiueHsii
Ha Veeam Backup for Microsoft Office 365.

Ym byae npautoBatn Veeam Backup ana Microsoft Office 365 y ribpmaHnx po3ropTaHHaxX?

Bignosigb: Tak.

Y BMMNagKax ribpuaHoro BUKOPUCTAHHA IoKanbHoro cepsepa Exchange pasom i3 Office 365, cepsic
Veeam Backup ana Microsoft Office 365 3abe3neunTb 3axMCT BCiX MOLWTOBUX CKPWUHbLOK Ta
SharePoint.

3pYyYHOIO A1 BaC € MOMK/IMBICTb FHYYKOro A0AaBaHHA A0 pe3epBHOI Konii (abo BMIy4eHHSs 3 Hel) 3a
Y3roZI3KEHHAM 3 MpoBaligepom okpemux o06’ekTiB — ocobuctmnx cantie SharePoint Online, nanok
OneDrive gna 6isHecy Ta iH.

By morkeTe TakoX NepeHoCUTU AaHi 3 IoKanbHoro cepsepa Exchange y xmapy MS Office 365 (ta 'y
3BOPOTHOMY Hanpamy).

LLlo maeTbcs Ha yBasi nia MFA (6aratodakTopHO aBTeHTUIKALLIEN)?

JopnatkoBa 6e3neka pilleHHs ana Bac 3abe3nedyyerbca 6aratopaKropHolo aBTeHTUdIKaUi€e
(moeaHaHHAM pi3HMX 3acob6iB NepeBipKM BiaNoBiaAHOCTI 0cobun), HanNpWKNag oAHOYaCHO:

®  3HAHHAM BallMM aAMiHICTPAaTOPOM NApoAto AOCTYNY;
"  BOJIOAIHHAM Lji€l0 /IIOAMHOK MEBHOK pivyyto (Hanpuknag, mobinbHum TenedpoHOm 3
KOHTPAKTHUM HOMepoM ans oTpumaHHA CMC i3 Kogom Ta iH.).

BMHWKAN NUTAHHSA — 3BEpTaNTECh A0 HALIOI TEXHIYHOI NiATPUMKMK !
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